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ol ol FHshke Aoem A ol ity
‘technique’#} ‘technique’] thgk AAZHQA o]2ATFE SF= ‘technology’ 2 ©]
ol-§3t AlFS wEo] W ‘engineering'¥= 2+ TEHT),

Atd o] o]gHolw gk A FE Halo] Aok sk d8Folm A4
FH&te] 2L 283l AHolue), AAZ E:MA 2 (Forensics)= 023 2] zpx] 8
ol et 2 £4& 2A4sty] 98l AHEEHE 7Ied 23S Tt dlFe ARy U
T AL BT agsteol gtk oug o7t #3K(science) 1A 715 (technique) ]
AE FEse A4 52 Flo] #AstHola Folo] AR e AE TEIE &
A(FEEA), demarcation problem)v= H#stoA T3] TFoA = =7 gow A
F HA e Aol

uebs o2 g AoiEtes F H TAFCE "AY NS HHoE ol
2 A wyHoez yXAE FAHAE  A¥(dentifying), X =(preserving), 4]
(analyzing), A& (presentation)dh= 2 (process)V’ el2bAY W] #ek AR A
T3l AlgE Aol s Theke I7PEA] 92 3 at7] 9Igt

Exog fAY AxgRE FEI UAE FAE EE(preservation), FH(collection),

Rl

A5 (validation),  2J¥(identification),  ¥(analysis),  3lX(interpretation),  =A13}
(documentation), #Z(presentation)sh= #eHFow TEH 1 Z=HE Fuo o] 887}

o] AdAe] A2~ RdS yulo 7 dhe] AwslE Zlo] Kk YwA ol

4) R. Saferstein, Criminalistics: An instruction to forensic science 9th Edition, Pearson
Prentice Hall, 2007. p.4.

5) J. Ladyman(¥tge] &), #eHEste] ofs), o|dht, 2003, 22%.

6) J. Stuart and J. Nordby, Forensic Science: An Introduction to Scientific and
Investigative Techniques, CRC, 2002. p.6.

7) R. McKemmish, What is Forensic Computing? Australian Institute of Criminology Trends and
Issues 118. 1999, (http://www.aic.gov.au/publications/tandi/ti118.pdf)

8) G. Palmer, “A Road Map for Digital Forensic Research Technical Report DTR-T0010-01",
DFRWS, November 2001. Report from the First Digital Forensic Research Workshop
(DFRWS). p.16.
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1. AFE A2 H%57]) (1980 ~ 1990t =uh)

YA SA0 it 142 e HFe B thAsy] 93 FAF S22 FRI)E
o oA HIFRHYTL & F Stk PC7F BEH7] o]Hd® &34 7k wiE
2]7](salami slicing)o} 22 HFH WH7F AL AL ofyARE Egg vz 9
(main frame) AFEHAN FAE FEd= AL dFE£ HAFHE thFolrA ¥
FARRA A A Lol otk 1980dd] PC Hu o]Fdd= “X-Tree Gold™t
“Norton Disk Edit” ¢ 2 #e] =75 o]&ste] 1dek 3 B 2jo] Gt
d-§E oy 3 UAE FARE vhA] ASrE B4o] B2 AR HrdEd 2
<= Aot

(Computer Analysis and Response Team)So. & WHA3A Ho}h 1988 w|= =4
% IRS®] Michael Andersone ©| i&ofol] #4lo] e FAMAR WHEZE 9A 3AA
S99 A71AQA whEs ThEen 2 Y FTHAE(FLETO) Ol H2E FHFESA
FARAE7E A4S N9 o8 EYL 19149 FAMRS 502 3 UtE &
Al International — Association of Computer Investigative — Specialists(IACIS)
A4 Ee7l "ok vE Portlandoll Al €™ [ACISEYAM = A22  “Computer
Forensics"ghe= &ol7F AHE-H Ao2 delx JUcthlo

H|S=3E Al7)e] Aebax]9AFE3](High Technology Crime Investigation Association)
T ARE 2hEE 2F5o] AAE 19029 FAIHY] 8-S v AXESJo] HAIQ
ASR DatadllX 3B 7]5S Ad Hxo xald HE T2 T30 “Expert Witness”
£ EAETE BA o] A}l HEY F dRUL SALE Wy AA A AAlIA 7P 3]

AHEEE A" 234 =991 “Encase™E THEUTE °lF ZirH XA AFVIRE A

FHIFE S AHe] ZHFRE EZdAe FeAdyt &5 AW, AT 20009 39

10) 4=F<,
%:12-16, 124.
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AE o]24 Ediglo] F=2 A QA% olF &3 gl Y3 FEHUTHD. 1990
A
2

d 1] Postal Inspection Service Laboratory= Z33+E] X dl

2. #

R

Bl A2 Fxb7] (19909t =4 ~ 2000)

y

1990 FRE IEule] dutel] Hgw7] AlFshiA HFE S0 oA tE <
A HAHR7E WeldlM F o del shkEAl "k 19939 FBI= 7070 Sie] 718
7t Fo3 712d 12} International Conference on Computer EvidenceE F
Aok 3 Ao A3 o] APz FH A= AFE T fFo] I
[3g+= Ao, ZA= o]= International Organization on  Computer
Evidence(IOCE)9] Aoz  o]ofxAl =itk 1998del= INTERPOL Forensic
Science Symposiume] ZAE o},

19989 " Ao Ak kel ZaIAFY Ao AH7IZQD oA A
of HFE Qe HiYeet eHe FAVE 5243 HAYESHUA o]F Féd= &R
gAg SAd g &oj9 AerksAdS =il 2x vE B 7139 35}
Scientific  Working Group Digital Evidence(SWGDE)13)e] ZAAJo &  o]ojzith
SWGDE®| 8 #4idAks EAANS oA A"shs Aolley O dREoz 1999
W gxE SA Al #3F dHe] FFH(principles)® A 9] (definition) S HdA =
a1, 9=re] United Kingdom's Association of Chief Police Officers(ACPO)2]
Best Practice Guide$} 37 IOCEY +3&9 <it& o|F4 dth. IOCEY +3& o

|

rlo

11) M. Rogerts and K. Seigfried, “The Future o Computer Forensics: a needs analysis
survey”, Computers & Security (2004) 23:12-16, p.13.

12) E#:2AH(Forensic Laboratory)> Crime Ldbordtory, Police Laboratory o2& Egw
1H°ﬂ/\1L HAeh A @71, HAgstdTd 52 A84 5 oYk BAeE BEa ok o7elA

sh2sle ®WAo] kA A#@AAHo|A] Fsjvkar /‘gﬂg‘ji zAAYolghs &olE ARG

13) SWGDE/] H%x WAL Technical Working Group for Digital Evidence(TWGDE)S$itH
(NIJ®] TWGDES}= TEEY). SWG(Scientific Working Group)<  v]=rl]  HHab&lA] ol A
Ropdg [FEy FHZH HWH(Best Practice)) TEEZS AR 3 AE/IEY Hdolth
FBI®] TWGSF +&3H7] 98l TWGE SWGE WHAo] niHA 9, SWGDE 2¢J9l%= Image
Technologydll @3 SWGIT7} tlxXd a2z 208 o] gl
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Al G-8 Digital Evidence Principle®] 71%7} ¥ %it}h14)

1990d] SRHA] AR A EA4] T4 shde UAE SAE Agstet 24
Aol FolA ke Aot o]AHE BWe AF FAHRA A HAE FA tigk &
£ BAl FshetlA BIEE Zolth SHATE HA o]yt EAYFE EaY
A7 Atk 1995 Secret Service®] ZAR|A 48%9] Z]Ho] FHFH E
Bfsta lom Y AFE FAY 68%7F | AErtsolA ALE A
FARE 21 5 70%9] 730l olefdk o]l EAstE M} vl flo] o] FolAaL 9l
Chal 1) 19999 W= FBI= FBI ARAl ARCIMe] vAd SAXEE dAHshe
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3. A" zdAe 427 (20003 o] )

SWGDE+= American Society of Crime Laboratory Directors(ASCLD)®} 714
sHAl dxd Eol "AE FAAS Gt HASH FokR AXHA stRen, 2003d
ASCLDY] #:Q1=9<43](Laboratory  Accreditation Board, ASCLD/LAB)®] <=3
2a9e] g FofE tAE B Hyw|to] F7Eo}t A A

20043 North Texas RCFLS #%x¢ ASCLD/LAB IFS w2 W fAE 3
71 AlAde]l Hla, FBI OTD (Operational Technology Division)®] Digital
Evidence Laboratory(DEL)= 2007. 6 UAd3 HEmto] FAMDEME) o of
ol ASCLD =A] <¢l=(International Accreditation)S W& FHxo] o] A
the), g2 dAdr|AocE= ulekEA(DEA)S]  Digital Evidence Laboratory, A

I

14) M. Pollitt, “Who is SWGDE and what 1is the history?”, (http://63.156.151.124/
SWGDE_History.pdf), 2003.

15) C. Whitcomb, “An Historical Perspective of Digital Evidence: A Forensic Scientist’s
View”, International Journal of Digital Evidence, Spring 2002 1(1).

16) http://www.fbi.gov/pressrel/pressrel07/accretitation060707.htm Z-Z.
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07_pdf), August 23, 2007.
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43) M. Simon and J. Slay, “Forensic Computing Training, Certification and Accreditation’An
Australian  Overview”, in IFIP International Federation for Information Processing, 237,

Fifth World Conference on Information Security FEducation, eds. Futcher, L., Dodge, R,
(Boston: Springer), pp. 105 - 112.
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oANA ofF AlelHHFR g HWEO FAE AAHeHA &7] wWiEelth WAl FBIVY
National White Collar Crime CentreNW3C)$} &7 &%93sh= Internet Crime
Complaint Center(IC3)E &3 Hewe AUl #H HHY FAE F3 7/H=HH<
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ol AHU=H o] Fole 8600071 7ol AA FAF 55 fAs) Adw HIW7IH
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47) S. Hilley, US cybercrime statistics: FBI hotline gets more than 200,000 complaints,
Digital Investigation, 4(2007) 54-55.

48) Internet Crime Complaint Center, 2006 Internet Crime Report,
(http://www.ic3.gov/media/annualreport/2006_IC3Report.pdf), 2007.

49) M. Rogers, et al, “Swvey o Law Enforcement Perceprtion Regarding Digital
Evidence”, 2007, in IFIP International Federation for Information Processing,
Volume 242, Advances in Digital Forensics II; eds. PCraiger and S
Shenoi;(Boston: Springer), pp. 41-52.
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L oxd SA49 853 ddd HE oA

"= Electronic Communications Privacy Act, FHAH A4z <3+ HAFH
o] - A UEYI HAAFAE Y% the Pen/Trap Statute, the Wiretap
Statute ¢ WES Tl UAE A9 d53% dd" AxAHS Aestal Utk
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713l AARBERY fRigle]l Aled 4+ A=F k= 318 USC
N7 e Ab7b AR sld ArElel ek A $As =¥T dgs AT F
AEE k= A8 US.C. §2511(2)(1) ] 1&fsh dojot.

1994d HAYS 9 FAAYH(Communication  Assitance  for  Law
Enforcement Act), 2001d SHEZAJEH(Patriot Act 2001), 2002 Apo]HLt &
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a8y ZE HE AXE0] AR HE JE AlFEHE AL oYtk dE =
AAn}  FAPE A (Federal Rules of Criminal Procedure) A41Zel] 93] FAM#-S
g8 ZA7F obd =9 o7t FAE(contraband), A EE WH T ARE

51) @& - uES, Alo|wpHEIR Rk AaltAe] B AT, Information Security Review,
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Ae &3] AFH st=dort HE FAE AT AL Aeele st=doldd tig
s F83A Eeth(United States v. Tamura, 694 F
Cir. 1982)). HEZo® ZAFH 3l=go2 453 Foe= 2 ¥
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2] 92 FAe @ Adlohe BS99 4 AndlA ¥9s waol dohe A9g
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9 34 895 B3e Ahsn AL et
RBAE ok At 34 Bolord A

AEA FFE S dsA Al sh=dl A dEE skaLl dsole

2. yAE S S5 A

u)o A ZAHE IutFH o ®E HEH(comman law)S wEthH} 19753 AwEAW
(Federal Rules of Evidence)o] #|4 Bo FME ol rHZg UHste 7

2
(Do) B3 ek Q¥ kel LAY AAH FAN B TR 9

a3 He
He skl IR etk

AR FHEHASS HAAR AAZ PJABAA SAZE Aug AHEES Adst=r
A2 857 AEMe A ARF Bl dolok st (relevant), A1 ERFS}
o(reliable and credible) ZZA3}i(competent), 2F AMES USThol] JIEteiof
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Q1 FZe BAle 9lo] RS 2 5 e A

52) CCIPS, Searching and Seizing Computers and Obtaining Electronic Evidence in Criminal
Investigations, (http://www.cybercrime.gov/s&smanual2002.htm), July 2002, .

53) D. Shinder, Scene o The Cybercrime: Computer Forensic Handbook, Syngress,
2002. pp.548-551.
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19231 Frye v. United States ARA6O|A f2ld TFrye Testw HE7F FA9]
AL Je A 7)E(scientific technique)o] T IsHAlA Uubz o)
(general acceptance)S Wil Qe A& 7|FoZ2 FEARE AASI=F ki U .

H

olo] wka 1993 w®] hHYS] Daubert v. Merrell Dow Phamarceuticals Inc. A}

54) ALE, “vlE SARY SASY AA NS AH(Federal Rules of Evidence)E FTAOZ”
NAEH sATFAs, (HAEA FH o)A AFAEA), 2006.

55) Rule 702. Testimony by Experts
If scientific, technical, or other specialized knowledge will assist the trier of fact to
understand the evidence or to determine a fact in issue, a witness qualified as an
expert by knowledge, skill, experience, training, or education, may testify thereto in
the form of an opinion or otherwise, if (1) the testimony is based upon sufficient facts
or data, (2) the testimony is the product of reliable principles and methods, and (3)
the witness has applied the principles and methods reliably to the facts of the case.

56) 293F.1013 (D.C.Cir1923).
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Kentucky California Georgia
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57) 509 U.S. 579 (1993).

58) P. Rice, Electronic Evidence: Law and Practice, American Bar Association, 2005. p.322.

59) 526 U.S. 137 (1999).

60) 144 Misc 2d 306 (1989).

61) T. Owen, et al, “Law and The Expert Witness-The Admissibility o Recorded
Evidence”, AES 26th International Confernece,
(http://www.owlinvestigations.com/LawandtheExpertWitnessDenverO5paper.pdf),

July 2005
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I T g 20008%E FA wEE visdde 17784719 HA® 7
79651878 9] PP H(officer)o] ZFkaL AT AYTIES AT FOUMSH A

63) Bureau of Justice Statistics, Census of Publicly Funded Forensic Crime Laboratories, 2002

(http://www.ojp.usdoj.gov/bjs/pub/pdf/cpffcl02.pdf), 2005.
64) B. Reaves and M Hickman, Census o state and local law enforcement agencies, 2000,
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2. Regional Computer Forensic Laboratory(RCFL)
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RCFL AFgS FBI® Operational Technology Divisiono|lA B33bH 2002 A
%]¥®  National Program Officedl|4] ©]& #A3TE 19993 A|HAIES Aoz
2007 109 @A W= ele Altel: 5 134 RCFLE T3 glth Azdow

Bureau o Justice Statistics Bulletin, NCJ 194066, U.S. Department of Justice,
Washington, DC (www.ojp.usdoj.gov/bjs/pub/pdf/cslleaOO.pdf), 2002.

65) E. Appel and M. Pollitt, Report on the Digital Evidence Needs Survery o State,
Locual, and Tribal Law Enforcement, (http://www jciac.org/docs/Digital %620
Evidence2620Survey %20Report.pdf), 2005.

66) Regional Computer Forensic Laboratory, RCFL Program Ammual Report for Fiscal Year
2006, (http://www.rcfl.gov/downloads/documents/RCFL_Nat_Annual06.pdf), 2007
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1.
RCFLY F& 9%E AnAoln S¥#d 08 A4 4% @544 A9,

a9lm mSFHo|Lh RCFLE 7AM®o] H7] 9siMe F&se FBIS| CART

Forensic Examiner AH28S #HE3)ofF st}

no] AL APHATANIDY HeedATFA(the Institute for  Security
Technology Studies, ISTS)] A60e] mE2H F ¥ B2 AFH Ha FAHY 7]
= % AH7E a3t Ao® ERIFHAY. HAE WHHst FoplMe EF Hop g ¢l
o] JQAAINE FrjAor Ao ZFAINI B By o|Fe g FAEC] Wzt
wokE &77F dY Fo] AgkEa k) shAwt A4 CARTSH RCFL 5 FBIC
g+ Forensic Examiner?t®= 300 ™ol ©o]2i vk B4 RCFLAl= FBIS ZAF
3% 7 e YA 7IH AAR 9% 7hke] E-sstkar Stk

iy

r

Ct. Off &

2006 3AEEZCl RCFL Qo] AREE o4k 8858949 deldl ol&th o|Fdl=
o $ulE 55% sbgolm, w&FW 19%, Al RCFL 4™ 5% JAE2 21%7}
AREETE AANE e 7% AHIE gk 26000 gElo] ol2w  FuiAsl, PDA,
Y e 9 Linux®?t Macintosh 5 S¥3 FFAAE @38t AARNAI= F7HHQ
Aule} AZEYO7F AFEY. FBI AAHez & o 2008 3|AAE FBIY e,
e 2 UEYI 79k FAb 500HE, UAEFAY I BA(CARDCE 2

67) Institute for Security Technology Studies, "Law Enforcement Tools and Technologies
for Investigating Cyber Attacks: Gap Analysis Report”
(http://www.ists.dartmouth.edu/TAG/gar/ISTSGapAnalysis2004.pdf), 2004.

68) NIJ, Status and Needs o Forensic Science Service Providers: A Report to Congress,
(http://www.ncjrs.gov/pdffiles1/nij/213420.pdf), March 2006.
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oh Al &

RCFLol= #&5F oz ZA-4A(Evidence Intake), EA| ZHE&oZ AREE+E= Imaging
Room, Storage Area Network(SAN) | SAEAA(Laboratory/Processing), HAE
J(Review Room), 357 Training Room) & 251 vk EE FAHoWAIS #4942
= SAN Ao A=W CAIR(Case Agent Investigative Review) AJZ~glo] oJsf &
MAT= 2eRRlE Sl 7] AlFHT:

2006 BAAES] 7% RCFLAl AAZ SARAS 93 A9e 8007 o]/
718l 4214730 @@k FBIS| AA#Q] FAbel] 285+ CART9F €9 RCFL&

<% 4> RCFL9 d=d F8 83543

g 5 d 2003 2004 2005 2006

Arl2= 2R (7) 1,444 1,548 3434 4,214

A 232 AAL (WA ) 987 1,304 2,977 3,633
A€ dAE FA EF(HutolE) 82.3 229 457 916
% Ad(A) 196 177 288 803

W A G2zt Sole wiAle] Fele wg chgsteh SuolAe oA sl
£ E23 Usazyy Foast CPUSH 2e A0 o 271A sttt

|

piid

A3

o

69) Andrew Noyes, “FBI’s budget chock—full of tech-related efforts”,
(http://www.govexec.comy/story_page.cfm?articleid=37817), August 20, 2007
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<% 5> RCFL9| 2006 3AAE WAE SAENZF
WA 3 F
CD 20,960
Cellular Telephone 701
Devices (e.g., CPUs) 75
DVD 2,494
Flash Media 1,142
Floppy 16,019
HDD 15,079
Magneto Optical 48
Other 1,429
PDA 97
Tape 648
Zip/Jazz/Super Disc 985
Total 59,677
3. Computer Analysis Response Team
FBI®] CARTE FBIS} A|HAREAS] AHA AbdA|gle] &857] wj&o] 2 74 F°l
At Hug Ze gtk 2008 CART o4 214 dshs HW 49l 5L
< TS SRl HAol a1z 32284000089, AW EF

b=
=
A n) yrng
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n3

.

2575000 @& FFEo|TET0)

A 9]
Z

70) US Department of Justice, 2008 Budget and Performance Sunmwmary,

(http://www.usdoj.gov/imd/2008summary/html/107_fhi.htm), 2007.
71) US Department of Justice, Audit of the Department Justice Information Technology
Studies, Plans, and Evaluations, (http://www.usdoj.gov/oig/reports/plus/a0739/

final.pdf), August 2007.
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ZHEF2 EAXF AH CARTSAN(CART Storage Area Network)o] AX]%| o]
A=Y 2001d AlZHE CARTSAN X Z2AEE 20060 591 2 S-S ¥ty
2006714 257§9] CARTS9} RCFLe Ax7F HAow 20073FHE tA] 25705 A
A& Algoz 3t} 2006 FAEE CARTE 10000719 HAFH ujAlel oish A
£ %3 1 denlolE 2] tlo]HE CARTSANS %3 xgd Aoz Fiksia 9l
o 200399 CARTY ARdAE#32 65007 71l 782 Hgtule]E & AT,
< 6>2 9 ZARRIIA G YeRd CARTSANS] tieh A, AS, §7p #349 2o
2, oly3 AFAX 5 Tz FEE IT 7)dto] drhg JZA3 A A, BgE

AR

<¥ 6> CARTSAN 4+, A, B7}

EA 3 A = g A

29 At AT OMB Exhibit 300 for BY 2008 2006.12

sato| WA &} Privacy Impact A(%Sf;fstgnent, CARTSAN,

Ad#= A8 A A9 2005.7
Bk A A 2E 5ok 8] CARTSAN 2005.8

T (%);figﬁlll‘r@'ation) T3 A8, Version 0.1 (Draft)

4 1% AY OA" SAY FARZ vlwd B3F CART 2006.4
A AY TUAFRIA, CARTSAN 2005.8
Ax A CARTSAN HE UESZ Az AY 2005.6
A B FAAFRIA, CARTSAN 2005.8
s B7t Y5 B E 2005.6
45 37t AR/ ZRAE HE $43] 2005.8

72) The History of Computer Forensics (http://www.pc-history.org/forensics.htm) Z+=Z.
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EF L AR 5 old Al hE AT GOk v WE A o] ol Folzitke
AL EATUR 2 4 Utk ASCLD/LABY d584e QZuidds 2 vee v

¥ 5 Qe 1 dgol s R s gkn HANIRS REoR GiR

2004 North Texas RCFL2 #Hx9 ASCLD/LAB 15S W& ¥ fxd &
A Aol Hlar, FBI OTD  (Operational Technology Division)®] Digital
Evidence Laboratory(DEL)& 2007. 6 UX"€3 HEU|to] FAMDKME) A FEof
oA ASCLD =#] <=(International Accreditation)S & ZHxol o] %]
on) g2 dAur|aoz2E ulekA(DEA)S]  Digital Evidence Laboratory, A
W AR 7| S 2= Charleston 7AZ=r9] Digital Evidence Unit Laboratory 5©]
< ASCLD/LAB Q158 WLt}

73) M. Meyers, M. Rogers, “Computer Forensics: The Need for Standardization and
Certification”, International Journal of Digital Evidence, 3(2), 2004.

74) J. Barbara, “Digital Evidence Accreditation”, Forensic Magazine,
(http://www.forensicmag.com/articles.asp?pid=21), Winter 2004.

75) http://www.fbi.gov/pressrel/pressrel(07/accretitation060707.htm 3z

76) http://www.ascld-lab.org/legacy/aslablegacylaboratories.html &%
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77) C. Taylor, B. Endicott-Popovsky, A. Phillips, “Forensics Education: Assessment and
Measures o  Excellence”, proceedings of the Second International Workshop on

Systematic Approaches to Digital Forensic Engineering (SADFE 2007), 155-165, 2007.
78) http://www.usatoday.comy/tech/news/techinnovations/2006-06-06-digital—forensics_x.htm.
=z

79) http://www.e-evidence.info/education.html Z+=.
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WA AET AT o] vTolMe IHARATAE TASE HAS us FES P
Atk 20049e] e}t WS 93k TWGEDS] 7hel=egiel
of EFAIZIA K3 YAE FTAlA Fopol]l it wsFHES 1% TWGDE (Technical
Working Group for Education and Training in Digital Forensics)® RIA+< 2H
Hol FEAPIATA0NAM E31S 7IHEaL T80 F BHaxela YA" A AR7te
AR AR2E <a¥ 6> 2t} oo wEd yxd x4 AFEA7) H7] 918 Ad
k=AY ARE w5 e, 719 WA E, S He] of AT Tzl e
Ab, SIE AD AR etk s 1 BESE #AIgle] ARA 92 (integrity)
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>
)
a
s
ok
H
1
tlo
oy M
i
ol
H

CAgEdy SR E ClA R 2
Hits B35 7| #E el HE R}
JIEe gue HR ATy ohd A
1 28 P
i — -
—_ Mle¥i "= T
T 0 ElEEH e
o, o B -
AR -
[ suzzig | L

[ masaw | [ N2

o,

= CGERN =

<ad¥ 6> HAE x| AR FHAT

80) T HIAME http//www.aafs.org/pdf/NIJReport.pdf ZHZ.
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NAA 228 (ntegrity) & " NJASAES] a7ARIe A ArE Ayt W
o] A9 2ol deuS(academic qualification) =WHollA HAFo=wm tixd
2 Fotl M= RS SR LUARE A FAHE 9], 53] H8; Eopolist
2 a78ke e v gtk FuR ASCLD/LAB Q5o F3sted o
FAA AFASE HAag AARE ok FALEFSE AYaL /lojof gt

<E 7> gAY x4 AFIlA SFHE 7eA,

Iee < 7>9 2

AR 59

o -9 A| A (Operating systems)

e HESHA V&3 ARE
technologies and infrastructures)

o 2y} 23 Y Y (Programming and
scripting)

e 71FE H¢HComputer security)

e <3 (Cryptography)

o AXESJo] EF(Software tools)

e A=y Al¥(Validation and testing)

o E}Rofoll i3k 2124 (Cross discipline
awareness)

o A A ~E(File systems) .
o to]gHo] 2 Al 2Hl(Database systems) .

A1719H(Network .

s | AEd 87
o AFEBI=Ho) 9 o718 A (Computer o B]#HA}31(Critical thinking)
hi hi B
ardware and architecture) o &M 2 (Scientific methodology)
Z}-nl] % > ie
o A7 Al (Storage media) o WAH Zo)oh 292 (Quantitative

reasoning and problem solving)
)AL A A (Decision making)
WA F(Laboratory practices)

2ot (Laboratory safety)
Al ARl gk 3= 9] (Attention to detail)
o) ¢17] % (Interpersonal skills)
T2 2517 (Public speaking)

T AFYA A (Oral and written
communication)

A7+ (Time management)
2t} 9244 91 4 A (Task prioritization)

YA dxte] $-8(Application of
digital forensic procedures)

S X Z(Preservation of evidence)

ArrA 1] a4 (Interpretation of
examination results)

AP XH(Investigative process)

WA 2H(Legal process)

=

s HiAMoiMe HEAES EdZ 2dA AEd 974 Y (associate degree),

3}
5)
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39 TAsE =

9 % S agoRyE 7 wg
A% L TARE Jleska QT o Fo O BEw 2
A FELS AT Qe T Wee <F 8>3 1t

> UAY T4 37y AYEY Y

He
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3 5

thet ARk w5 (36-40 3H3)

thakel RpARRrl et <ol A4, AL, 8, §4 A4 58
P+ A&

spyso] S wHEst AU AxE HE
setzmt oi7lol] Eawolof 3

U AFE FAH HhiAY 27 k9] 32

F4 = ol 87E 3
T S

A A U HHyst

AFE S ARA e, 58 FAA=GT LFAA
Nz A3 WENAS MEND ne m2 1) 1 AF

(24 3 op71El A

tlolEM o] 23§ X2 0 AR Kk o3k}
. I &
a4 Wt 6 347 Wahs AR A,

714 F4F2 (16 3H3) 712 WE FAEA), BEFAE 38 A4, 713 227, €49
(dF= gt gig 34 X Z A E(Capstone Project)
WS AT F UH) gAg xAA AH (1 3 Alvvh
S T12e FalAd 71% ZrE ZAAGH + 1A )
j}; AR ERAR 2 e pgaA 2ARTS A + 147 42

®) txg wiA), A% Axet Sfzg g EAGTE + A7 A
Ag X 32

S 3z Y Al EFA A2 o hv 138}

I iﬁ}%;fj ZAAGBIAE + A7 A, VIEYa 2A2(33HE +
(B 11 37) -

7Rl Xd?%* ](PED) ZAAGA + A7
A ZAAGEH + 1417 A

A%

di@blgﬂr o-8(33H4)
njtjo] EA2) (387

%74]3%(38#@)

MNE AT(3EHH)

A" 2iAe] 15 WE EA(3H3)

AP EAI3 )
ek Ak A9 (6 ) A (d4d X3 7hs)
a. o] FAL &8, WA T, T4, SAAA R (chain of custody), I TS X33
b. 714 Z1AE deaEe A= Zlo] ofyet ¥4 Eofel wet 249 e
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Ad A2 | 99 SE gael FA) A29E 100 5e Ahees
HYE AL | wol ool ua@ AR Ak AL, dEA 3
. AIA) 7 Al A~E
ag edAa vy | D00 N
FECEET
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- A X Z(Quality assurance)

cfe) 9 AR7} A

A A% AR
L ZAGE: ) glo] A, Az, =T, A P gAY
ZA9 BT
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A
[
i

-HASA
- A SAAE

- g HETA/AA
W GARERA | AR e

- Bl

- Electronic Discovery
ok

R
22 (Complex) -OAE FA BYA FAY 44

tolE 4 “AAE A dlolH et HEE ek ARt
- Understanding Data Structures

o,

A A

CFERAE FAe] A% chFe] AddAe UAE A9
2 AT | - o dele A d@ A

[ABHOIR | /Y A

L FE B} FA FA) glo] FA A

c 977 el B4
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81) M. Rogers, K. Seigfried, The future of computer forensics: a needs analysis survey,
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vetel o] e FEDAC 59l 152a1: e egkor Q%o ololAx] @t 9]
o wep AR delel o)folAE i) AFEL thatt Aolrh AL & AT <E
10>oE vl vl g AR ARAS B AP AFE TN §4) Sl

H
4 ARERE, <T 1504 sk Alolw Al Axag Azlede Aean

<X 10> vFFsHMSSU) AFEAEAS 5 FJARPHAHAFEEAY {4) A 7 Ed

18k 28hd
187] &4 13}H7] B
iR ) LA | 3 DBMS 1 3
HE AT 3 HAFH vEY= 3
o5t 3 HAHH 3
R 3 OlE| R A ZA 3
Lifetime Wellness 2 =83 = 5
S 2 dlgol A 1
2%}17] 2%}17]
ey I 3 FRA2H ] 3
PAPE A} 3 doly Fx& 3
1] =573 A 3 HEFARE 1T 3
Q2 I (WD 3 A5 1
A =3} 4 s 3
Ant d= 3
3shd 43
18}7] g4 18}7] g3
UNIX A5l #Hg] 3 A A 3
AR A 2~ ] 3 R 3
AR 3 = A A 3
ot 1A 3 w| = A 3
1] = A} 3 2 e 3
238}7] 238}7]
AFYH EA 3 DBMS 1I 3
X el j’,}.E« 3 /‘\j €l j’,}_E. 3
A e 3 2 e 3
Rinicly 3 SIS 3
dnt At 3 nl= AR z2A 3
A A 124

(BX: http://www.mssu.edu/schtech/criminaljustice/BSForensics.htm)

Computer & Security(2004), 23, Elsevier, 12-16.
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<E 11> HA7Fd Ale|H XA HAlA AZEH

A A A2 (68H), AE-3H(158H), B FEZ(6A]7h), =647

L

Ao B9 ZA% BN, Er B, Ee et O

A4 - BN AT 24 (3)
= AelnEd] (3

*}01 Faldo| A 17 AF F4 (3)

& OAg 4z zadA (3)

AE #E& (15 hrs) Hx E9 (3)

AN 24 (3)

A7t 54 3)

stedof 24 ()

(ZX: http://cyberforensics.purdue.edu)

F=7HA] 1000170 o2 vIF el M BAD TAY B wg FPFE I
doy Bohe WPYE 5 ATASS BPOE F AARIAN, 9 BuAddE B
AARAY he ALFLH 24 Fo hAAE AFHT ek HAW G4 oHF 2
Aol @ AFAEE ok EASA ek

2. TAF A&A AR g

9] TWGDEY 7lol=o] w=w Fd(training)S g F2] HAEzE0] EA3L
OAg xad 248 Fasted 878 g% 59 B4 A2 FFP| o224
she A Ao)n FxstE HHolty. G T AEAFL Aol FHAL ARIAE
£ & AHo] Fo|A7] o] Mol agh aio|th

A&A AFEA 7 (continuing professional development)S A AEjE
Ad O =& ATA, 57], 52 499 JHE JHAE F Ae AAE TIth
AL HEd el g AL 7135 ofg A&A Alo] Ut o]#g Fo
I A8 R #AEE AR AEsHA EAstE T Ao g HER oo gt

A A4, OJT(on-the-job), B A&EH A4 7Ndel 2o 2d 7Ee 4l
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A, A, WE, AR, ARUACIA Sol I, Bopd azdlE opd 9AL
=
S

AT, =] - AZEY ] - e} YRAE A B Folo o
o

3. A4 A=

1S (accreditation)o] 2]
(certification)& W& Zo] 87dt AAAE=E ZA TL=E = 7|dd s #F
How FdH At o]FolA= A, AEAA el &) o]FolA= Bf, 54

3 JA7F ALY AEL THle g Fle] QZEE A9 S thoksith

b E=R IR XHIE M

gxg  FdAld A U3] Digital Forensic Certification Board(DFCB)ol|A 7z}
718 EAS FoE ok o e AAAEE e gk

82) The National Center for Forensic Science The Certification Roundtable Meeting, Draft
Final Report, (http://www.ncfs.org/dfch/CERT2%20ROUNDTABLE2620REPOR 12620
(DRAFT2620V2%6206-07-04).pdf.), 2006.
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<E 12> "3 F271#9 Y JA# A[A =

z 3 = Al H(IRS)
AAH “Computer Investigative Specialist”
grek9(B.A., B.S.)
K iy ¥ ,
slad 09 B, WA 1357
3gA T
P-CERT
AP A-CERT (ENCASE, I-LOOK)
B-CERT (Networks)
=L AY L 7 gAY A7) HAE
3 e A=
1999 1|4 $30,000
AL Fe 94 200
Z3 United States Secret Service (USSS)
A A3 Electronic Crime Special Agent Program
sA84 USSS &84
skALSLE(B.A., B.S.), 2&9] AEXA
AP N&AZ: Ha A7 307 A1E
IFAA HA A 3070 AE
1913 v & $80,000
Z 3 FBI/Cart
A CART Forensic Examiner
shALELO 2 Wre
o X =1 = -
&2ed FBIS.4, 4991¥, RCFL 54}
A-plus certification (7]% d4Hdd 2AAAE)
AP Net+ 7174, 71% Ho]g &+ NWCE CART 7% A8 ¥d,
OJT, Bod, 7=Ad, sd% Alg, wjd A
73 gg A GIAC GCFA (mj4d) #AAnic} Z7)A1E
199 1|4 Hzx AAHE2~E $250-500)
7341 ($120.00)
ARE B QY A 2507, 4 3509

o3t AAA I AT ofF Foll e FA T

]
g 5 Qe ARAYS s1ze] gstugst AuH A

9 e AR FRE %
A= sty g 5 f

7] wj&olt}h o]Fd CARTY Forensic Examiner £ 2 2AAAE & ] Zo]
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CARTY Forensic Examiners U5FARJ/OALEZARA/MMAZA S5 QR I3
o] dFE FYIth FEAAAY AYEHS <" &F 2ok AFHAE Wintel
(Windows OS, Intel Architecture)@gollvt  772470¢€  AQFW,  Unix/Linux,
Macintosh, PDA, Ftix3t 5 ©& Fopdl tiair= F71H40 Fd3 AAE wolof
sttt BWCT(Basic Wintel Certification Training)= Wintelo]l AFE7ls3 ZE
588 =7 AMESt 8YUXE S7HY AFS AFH, olfle® R DA %= (coaching),
WAE o] &3 MEE, JiQ HFEE, 2201, AHuSS Hdde T ohdet

v

WS FEshe Aol SAoh B AlEdoldeR SHAPGEIEERCBRE F
=

FAMRo] olsfistr] Al X}E&“& o RoMA AAE Edel sl B
L572A13k 7hge] - S o] Fofxinh

[ Review current CART certification requirements on CART Intranet |

' ' ’

BWCT" Write BWCT" Quality BWCT" CART
Protection & Imaging Training Intranet
(self-paced) (6 hr- Centra) (self-paced)
: A+ Certification Basic Data Recovery &
g (10 day Analysis (BDRA)
-3 Classroom) (5 day Classroom)
& ¥
w ¥
BWCT" Forensic Concepts :;‘;';f;{::;;gfn?
(self-paced)
F * L L

Basic Wintel Certification Training (BWCT) Practicals
(8 day — CART Training - Classroom)

s =FEo BWCT* Practical Homework
Dol
g3~ 3 | COMPRONICY T3 I {self-paced)
2735 3
h W
i) CART Moot Court
{5 day— CART Training - Classroom)

T { | Technical Terms Oral |
1 *BWCT = Basic Wintel Cerification Training  J

<¥ 7> CART forensic examiner certification curriculum (2004. 22 &%)



L. MEo|Hol ot X4 A=

o] AF7|F 3t AA QS A=rt EAS=H olg AFA R 5L 7|7t
o] AIZ Fol HAZ T AF7IY HAHS s ddeh=d &85 Rue
FHasho 7| x4 TS ddsied AFEE 4 UTEsd

<E 13> F8 HEV|#EY T HAR AFA=
A4 3 A AAHRNF 71& 5 A
&9 AFH AN International Society of AAE T HE Za
Certified Computer Forensics Computer 3N BEY d2Y % AVAE

Examiner(CCE)

Examiners

GIAC &<l E#2 247}
GIAC Certified Forensics
Analysist(CFA)

Global Information
Assurance Organization

T57le] AR o oFo)R
SYEREERRE

% A" 244 71EA

Certified Computer High Tech Crime -3l AFEREA AR,
Forensics Network - HAL HEAL 5 AAAE HE
Technician(CCFT)

3 EAA AFH A
Certified Forensic
Computer Examiner(CFCE)

International Association
of Computer Investigators

Alolw Wt A B} - AE FEAA A
Cyber Security Forensics | Cyber Security Institute | - 2A Abd AlUyg| &
Analyst(CSFA) A2 o7 A|F
83) A. Corrigan, How 7To Make a Forensic Examiner, 2004 HTCIA International

Training Conference & Expo, presentation AH5E A3k AL,

84) C. Taylor, B. Endicott-Popovsky, A. Phillips, Ibid.
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85) C. Taylor, B. Endicott-Popovsky, A. Phillips, Ibid.



70

<% 14> Digital Forensics Certification Board Core Competencies

78 3= 4 &
Eanz 7% (validation)/ 2] (verification)
(Quality Assurance) Standard Operating Procedures/Protocols
v 2 W (Best Practice)
EERe ]
}7) % Hehe By A3/ e/ AeEA A
(Fﬂ HL;]? (Legal and Ethics) e /& 8
St |71 (Techniques) | 4 8/5A/01 /2 4/ A%
i HAEG/A g g, AubAl xalA HA
Process) | g/ B, BAS/ND 9 AZ 3
G HehA 0}‘:91101, TRAA, RZE ],
oncepts HEYA(TH QLY T2 ZZED BE )
. A/l B/l M FRAAY 1, FA U A9, 3¢
Remote/Live/Field/Lab Abel, WKl A ot
QA Hy Ag
Acquisition imaging, wiping, write block, volatile data % F75Hol #HA A
. Techniques 2 7%, A%
IR el
(acquisition) Computer Data ZA5E dolele} Ay Fo gk o]F
Concepts
Process FHIAA g 22 A4
o AFS X3
Preview/Minimization, s}=$10129, BE/AA/EH wHo 7z, st=go], WEFZx, ¥
A, 23 EGAA wlelE G2, BIOS, EX]E;S/%XH, EA4, A%, SOP, 71«3+
Email, 1Bl &4, P2P, oMY 2208 771 dlole/~H7b e 1z}
Networking 7} I, QXN &, $57]E, A 2 7%, dolE g9, bolE
Communication 2, U9EY g2y AAE 34 B3t &4 25 44 doly 4
ok olg, gddelH vz
A Special Interest Data | 5% 3 dloj¥ Fejo] tf3t HF
(examination) | Exam Techniques HAYE R F27&
Computer / Data | +@AAl, FUA2=8/F%, =] vlole, vlel dlo]E], to]H dlo]E,
Concepts DBe} &&dolg #Hd -z
Hardware AAgA ) dist A A A4
Exam Process AXAE, SOPs, ZZEZH £43}
L d Proced Wa PR /AR 23, UEAF MY d3 59 AR R
aw and Procedures | pypps 1B FERPA, ECPA 5 £ %o we 4u7)
) . 4 34 edeiel B4 A B4 3 B4 24 ©F old, &
BA Analytical Techniques ; 7:”;1 eret o ] A 4 $ =T ol
(analysis) o hniques | Ud9 24 dedelssl An4, due 9¥A Hel sz fra
Technology T2 o3|
ZIek EAs 2 a7, AR 3 A3Aee] AR YA oA

(&X: http://www.ncfs.org/dfcb/core

_competencies.html)
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o3t AAAEE 7 FopHE e ¢ der=E O AAAE g FH¥
dHEE FAL Zort ol 2 AFAE AA tgk Qe ek daido] Al7)w o]
2003 Awr)H#38t3](American  Academy of Forensic Sciences, AAFS), =33 )8}
71%AE|(National Forensic Science Technology Center, NFSTC), ZHAPHATA
(National ~Institute of Justice, NIJ) ¢ Aoz =2 HE7F UASHA3
(Forensic ~ Specialties Accreditation Board, Inc, FSAB)7} AH=ch Aqy A

AEAo|IL T Rofo] Wls) 407t BA e TAA Lol talE o2 A A

b
&

el A=A 7t 71F9 National Commission of Certifying Agencies(NCCA)
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= Jrietr] 9k Zlog Ao FHAAE f8) vl Fa3g Aotk
A8 (proficiency test)2 ¥ @A, ¥ HA7 @ 5o FA Ao o)
1] AAREe] &@Ale] A4 (knowledge), 71%(skills), 5% (abilities)E 37}
oln, A A (competency) B|ZE+ URbHo R UAY x| ALY 5
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86) Forensic Specialties Accreditation Board, Inc., (http://www.thefsab.org) Z+Z%.
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e AL BEFs7] Hd) o]FojXth ASCLD/LABS] 7%l ZE 5k e wd
S R 7)ol ASCLD/LABOIA 5218 BI2E Aulz Algate] ogk o <=
e e S aeR sfa tk sAIT HAA HZEA tside 23 a7t
sich.

v dREZEt gigtae] National Center for Forensic  Science(NCFS) ¥
P WSH L AAZ Digital Forensic Quality Solutions(DFQSAME H%E2 9%
Competency®} Proficiency test® Al AlZAS x5 TE o] ASCLD/LAB
o] 2007 109 FHFEH EHA sdx AP dis] 595 FOEA o]Fo|AA H A
o]t}87

A7 A =

ARok = (tools)= HAE ERAA ZkFojol & ojgA Hu P A A
ot a3 ARy == ddo] AFEY] e A2 sty ov] FEe Al
FEol 2A1H] Utk £ HAY7 B 7PF 2 EAFL ol2d AHy =EFE TR
8] Tl of FAAL 1A Sshtk= Aol

el %3
£ AFA49S AT A Bao) bet olF T dae Suske o] Ussit
34tk 9ol BaF U =T B2 AYSIE oelE Rolth FBIC
CARTY RCFL So14 tjlgo2 o= o] uls =& Hishn e AL o
v RRHOZ AFE w ek

87) Digital Forensics Quality Solutions (http://www.ncfs.org/dfqs/index. html) =
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I e AFE EFYof dide AL olde FiHe EAg & F Aok =79 A
gL Adtes)S AH 2 HAAol IiFolel dhedl FAHoRE HE
(validation)¥ &<l (verification)©] ©]Fo{#oF gl validatione Al=Hlolv AXE
UES 7 =5 52 v @ FARNS S5steAs Adstr] 98] Briste At
o], verificatione FoIX 7N GAAA S AFo] ZF QA AFH FoR 1S
e AE AR f18) AlsHoly AXFUEES Hrishe B olths) AXE o]
g alA= IEEE standard 1012-1998%} IEEE draft P1012/D12 5S¢ 71&2 A|E
o] EASAT MASHH Ao aFALS SHseAs HeR g9E Fa
7F Aot

olgfgt "o o) W FIHIEFV|EATFA(National Institute of Standards and
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AEE BT AR AUE £EHE A0 BF wgelRE ZYse AR Ay
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o] ZRAEES B3 ARGAT FAS FPAIIL FAIBI 2L AEAEE oW
AFS A9 A 2HY W £ WS 5 dod WERANE 4 £79 NEHS

83) T. Wilsdon, J. Slay, “Digital forensics: exploring vdlidation, verification &
certification”  Systematic ~ Approaches to Digital Forensic Engineering, 2005. First
International Workshop on , vol., no., pp. 48-55, 7-9 Nov. 2005

89) http://www.ojp.usdoj.gov/nij/topics/ecrime/cftthtm =
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<¥ 15> /19 CFTT AAF 23

=T %3 AEE, %
E‘;}E_ i;}_a IXimager (Version 2.0, Feb-01 2006), April 2007

FastBloc FE (USB Interface), June 2007

FastBloc FE (FireWire Interface), June 2007

Tableau T5 Forensic IDE Bridge (USB Interface), June 2007

Tableau T5 Forensic IDE Bridge (FireWire Interface), June 2007

Tableau Forensic SATA Bridge T3u (USB Interface), January 2007

Tableau Forensic SATA Bridge T3u (FireWire Interface), January 2007

Tableau Forensic IDE Pocket Bridge T14 (FireWire Interface), January 2007

WiebeTech Forensic SATADock (FireWire Interface), December 2006

WiebeTech Forensic SATADock (USB Interface), December 2006

2] B WiebeTech Forensic ComboDock (USB Interface), May 2006

Digital Intelligence UltraBlock SATA (FireWire Interface), May 2006

WiebeTech Bus Powered Forensic ComboDock (FireWire Interface), May 2006

WiebeTech Bus Powered Forensic ComboDock (USB Interface), May 2006

WiebeTech Forensic ComboDock (FireWire Interface), May 2006

FastBloc IDE (Firmware Version 16), April 2006

Digital Intelligence Firefly 800 IDE (FireWire Interface), April 2006

MyKey NoWrite (Firmware Version 1.05), April 2006

ICS ImageMasster Drivelock IDE (Firmware Version 17), April 2006

WiebeTech FireWire DriveDock Combo (FireWire Interface), April 2006

Digital Intelligence UltraBlock SATA (USB Interface), April 2006

PDBLOCK Version 1.02 (PDF-LITE), June 2005

PDBLOCK Version 2.00, June 2005

PDBLOCK Version 2.01, June 2005

RCMP HDL VO.4, August 2004

RCMP HDL VO.5, August 2004

RCMP HDL VO.7, August 2004

RCMP HDL VO.8, February 2004

dd Provided with FreeBSD 4.4, January 2004

SafeBack 2.18, June 2003

tl&3 o|u]X| | EnCase 3.20, June 2003

=+ Partial Results from Prototype Testing Efforts for Disk Imaging Tools:
SafeBack 2.0, April 2003

Red Hat Linux dd Version: 7.1 GNU fileutils 4.0.36, August 2002

ZEX{: http://www.ojp.usdoj.gov/nijtopics/ecrime/cfit.htm, 2007. 10. 20. X

AAFAANA oA Red Hat LinuxolA low-levelol Aol BAL9} raw-datad]
3 5o AMEEE dd=ZZ2ao] AR Ad wWHolA Hgol wel taze] vix|ut Alg
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Best Practices for Seizing Electronic Evidence, Unites States Secret
Service

Digital Evidence in the Courtroom: A Guide for Law Enforcement and
Prosecutors, NIJ Special Report, January 2007

Electronic Crime Scene Investigation: A Guide for First Responders, NIJ
Guide, June 2001

Forensic Examination of Digital Evidence: A Guide for Law Enforcement,
NIJ Special Report, April 2004

Investigations Involving the Internet and Computer Networks, NIJ Special

Report, January 2007

90) H Wolfe, “Setting up and electronic evidence forensics laboratory”, Computer & Security
vol22, No8, Elsevier, (http://www.compseconline.comvhottopics/hottopic_Feb04/
settingupaforensicsunit.pdf), 2003.
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Searching and Seizing Computers and Obtaining Electronic Evidence in
Criminal Investigations; Computer Crime and Intellectual Property Section,

Criminal Division United States Department of Justice, July 2002
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9+ Global Justice XML Data Model(Global JXDM)o]t}t92) o]9} AAsle] W]
LU YSAFLAE  Digital Evidence Markup Language(DEML)E  7Bd&ta )
09 oyt ARITH Edo AEEHe 34 A dof(Extensible  Markup

91) M. Simon, J. Slay, “Forensic Computing Training, Certification and Accreditation
An  Australion  Overview”, in IFIP International Federation for Information
Processing, Volume 237, Fifth World Conference on Information Security Education,
eds. Futcher, L., Dodge, R., (Boston: Springer), pp. 105 - 112.

92) http://www.it.ojp.gov/topic.jsp?topic_id=43 F-Z.
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94) http://www.nsrl.nist.gov/index.html ZF=.

95) o]nA(imaging, =& bit-stream copy, forensic copy)< ®AlY] AZE WolHE biteh7HA
AgslA EBAsl=  AelthBill Nelson, etal, “Computer Forensics and Investigations”,
Tompson, 2004. pdR). Y& &35 WAIHAA EAE(mage)s WFoZ ZAE skl 2t
AE oy #A4% HolH T LRkl Y BAA HAE F gl £ SAZA o
279 2387 TARLS SR 98] S DWEA AREEE AR @ FHos el
AA 3 Sl

96) AZHl ol 5, “EHF ARG wiAE g ti3 ofmx] T A1 e R gdT|s
23, AR E 5 8ts] /Gt A E 23 8ks], 2007d 8, 67-76.
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oHigh Technology Crime Investigation Association (HTCIA)

o International Association of Computer Investigative Specialists (IACIS)
o International Organization on Computer Evidence (IOCE)

o International Police Organization (Interpol)

O XY FA 22 7|&248 YLIE
o Digital Forensics Research Workshop (DFRWS)
o Digital Forensics Working Group (DFWG)
olInternational Federation of Information Processing Working Group
on Digital Forensics (IFIP WG 11.9)
o Scientific Working Group on Digital Evidence (SWGDE)
o Scientific Working Group on Imaging Technologies (SWGIT)
oElectronic Crime Partnership Initiative (ECPI) - National Institute
Justice
- Tools and Technology Working Group
- Awareness and Outreach Working Group
- Policy and Legal Working Group
- Standards and Certification Working Group
- Technical Assistance Working Group Education and Training Working Group
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