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1. 222E ojZ2Alo|Me S8t S2UE LY |E £

(2 1) 220 AEet 222 ofZ2|A 0l HE

AH|AH Al O1E H™ AE717|
Naver Mail Cloud v2.36 iPhone 8 (v12.3.1) / KOR SK Telecom
Daum Mail Cloud v1.06 iPhone 8 (v12.3.1) / KOR SK Telecom
Naver Band Cloud v7.35 iPhone 8 (v12.3.1) / KOR SK Telecom
Evernote Cloud v8,22.370013 iPhone 8 (v12.3.1) / KOR SK Telecom
Naver Cloud Cloud v5.3.0 iPhone 8 (v12.3.1) / KOR SK Telecom

22t AlFYUAl Naver, Daum, Evernoteo|d A|¥sH= 571X

o]Za]A o] (Application) 282 TS jAlo 2 %% Aojg] =
‘4= upload, download &0 =X Y4 Aol U7 LA} mAA|

A®l0] Wale ulwLsllnt.

AY Aits 571 22heE gAY ofElold B dE 594

8 ndal nz 738 EnCase v8.08 =2 Q] sli4dH4(Hash

Function)?te] ¥ist=s &df &HQlstyict.
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Qg 1) S2HRE 2Fo| ME H2oAol ozt Hat
Name WW File Logmal MDS
(1) Ext  Size
Naver Mail (3 IMG_0187_original file MOV~ #2112 MOV 519,171 2c3ech917bee7481aadh358f65812d3
(3 video_0 naver mail MOV ol zj2 MOV 519171 2c3ech917be0e7481aadb358f65812d3
File  Logical
o Name 1] I DS
Daum Mail [} AFABDF3-EATF-45BF-B146-C2216B2319DE_CHS BILMOV ti2oi2 MOV 519,171 2c3echd17be0e7481aach358f65812d3
[} IMG_0187_original fileMOV 25t MOV 519,171 2c3ech917be0e7481aadh358f65812d3
Name m File Logmal MD5
(3 Ext  Size
Naver Band [ IMG_0187_naver band MOV worsic - MOV 519,171 2c3ech917hele7481aadh358765812d3
0 IMG_0187_original file MOV si=52 MOV 519,171 2c3ech917be0e7481aadh358f65812d3
Name [w File Logmal DS
(4) Ext  Size
Evernote [ IMG_0187 Evernote MOV gjeiLe MOV 519171 2c3ech917bele7481aadh358f65812d3
[ IMG_0187_original fieMOV g5 MOV 519,171 2c3ech917be0e7481aadb35865812d3
Name HW[ File Logmal MD5
) Ext  Size
Naver Cloud [ IMG_0187 naver cloud MOV Lol 2222 MOV 519,171 2c3ech917bee7481aadh358f65812d3
D IMG_0187 original fle MOV 2212 MOV 519,171 2c3ech917be0e7481aadb358f65812d3
o] el mjojat T W9l Eolo] AR5t 9l AUIEES
ol e RN BYT § E2 AutEE0| AR|H ofZ Aol
2 53] 229.E Aul2c) H45hD upload 3 4L 7hgstn A
g Zolch. Qo] meh AntEEo] ohd PCo| AN €7 %
upload st= 4¢E Qe U &5 F7HA0IL AIFARl A7t Ea
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(ad 2) 22RE LA SROIY MDS Het HRE

-

Digital Forensic Perspective

Cloud-based video file sharing file analysis

Original

movie file
@ MD5. N© CHANGE Cloud | Storage

Ogg,‘

MD5 : 8b0dad8db333478b50eace062e7afd17

MD5 : 8b0dad8db333478b50eace062e7afd17

Shared I;iles 22 232 l

919t 2o FAoIA WeAIE WS RED SYY AL A4
A tob AR Sl olmgt B8-S Solst 5724 AHslof

10
o

P
- o T ua
Q7Y AgeRetor 2 Holck. ol2le AN L2l P
mel EE R AoF AaR: FUH WUt ma
ol A3 PabER 02 GuElo] 2t PAA o]

912 @A s} & Zolch
A

i)
RIoofn o ngt

L oox
ol

Lope 2P| 92 594 0tde OAg A S S5 A
ol 2|% HYKIY FEALS Fotof FTHA, E5] heF AGHR &
=7 throl mlat SrjElo} Qi 49 PR mtlo] mtIAAR] B
2 Wit & Aok
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CXE Zalld BME St 220 SUE 2z [EX & 37

2. H2 ool cist CIX|E =aiA 2A
(iOS : iPhone MOV File £A)

iPhone®] =dAr o2 MOV(Quick Time Movie) EES 7HA| 1L
AUt FEol=E(AAX])Y] TP ZUW2> mpAMPEG-4)9] FHIE
ZHAIAL Qe At Blalk]= 7497t to] Qlt}. iPhone MOV ] @ 1}
Yoll= Y FAIY FEE Wol 7HR|aL itk

5 ARdS A=ls] Hsh R85 AFEE FE+s
771784, @ SRR, © HABEE & 4 US Ao Ur X
QF AE A] LubAel jiwo] obd Hx|E 23A] w2
1 424 5= AFol RS SN0 5t Ake fagt

ko] Ab&stuAt st KjEAEA] ZZolof & o]

_E

1) MOV File Signature 24
(a2l 3) Mov file Hex Code

[4 byte offset] [4 byte offset]
66 74 79 70 71 74 20 20 ftypgt
MOV QuickTime movie file

Fields B Report = - @ O Lock 4
‘Q Options "A Codepage~ A ~ i @& = = ‘
00000000 00 00 14 HIEENEEINENEZEED oo o0 - Sl -
000014 00 00 71 74 20 20 00 00 00 08 77 69 64 65 - gt < swide
000028 00 07 D2 24 6D 64 61 74 00 DO 40 07 00 E2 --0%mdat ‘b@- -3
000042 9B C4 3E BF 50 DA 8D 45 8D 26 36 63 96 8F >A>;‘P[’]|E|&6C*|
000056 D3 C7 DE 89 9C 6D F9 FC T7F ©F 13 49 97 3E C’)(;D‘ZﬁoemflUDO I—>
000070 FD BF C7 FF 44 B9 53 BE 3A 10 EB F5 D4 01  yCyD*Sk: 860 Y
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AT HN33A H2&

[
(33 4) EnCase Raw Search Selected Zu}
B8 Table © Timeline Gallery
B~ B~ O Selected0r2
. Hit Codepage Ansi
Name Expression Text Preview Preview
0 1 [ IMG_0187_original file. MOV \X66\x74\x79\x70\x71\x74\x20\x20  fty... ftypqt ftypqt
[0 2 [3 IMG_0187_naver cloud.MOV  \X66\x74\x79\x70\x7 1\x74\x20\x20  fty... ftypqt ftypqt
Fields M Report Text| B Hex| B Doc B ® B O Lock & e
& Options "A Codepage> A TextStylew M @1 =+ & & =] =
000000 00 00 00 14 66 74 79 70 71 74 20 20 00 00 00 ftypgt - ~
00001500 71 74 20 20 00 00 00 08 77 69 64 65 00 07 = -qt - -wide--
000030 N2 24 €N 64 61 74 00 DO 40 07 00 E> 9R 4 3R | OSmdat -P@- -3 sE>
(o) nlol o X ol 1@ A= IS\ kel
Aemtds 271 Aol =34 2ARS 2198 o, ofo]EoflA 7|2t
LS Q ro 3 5 =] o
2 Aelo] ol Te] offset 3 Helsto] AT BL ool
A2 Aqlol=2 v it 010 X=35I- 35
S d 2 58 ofo]ZoA HFH mAS FESk= o] 7S
= = - X = = L
2) Metadata HEHEE 24 1 HF7|7|(7|15), 2ILm =
(3% 5) iPhone &Y AIZIQ| Metadata HE
Fields B Report Text Hex| B Doc B Transcript @ - & @ O Lock 4
£ Options "A Codepage~ A TextStyle~ #M Find & -+ g Compressed View #® =
517883 00 00 15 64 61 74 61 00 00 00 01 00 00 00 00 41 70 70 6C data---"---- Appl A
517902 65 00 00 00 20 00 00 00 03 00 00 00 18 64 61 74 61 00 00 - .
517921 00 01 00 00 00 00 69 50 68 6F G6E 65 20 38 00 00 00 1C 00
517940 00 00 04 00 00 00 14 64 61 74 61 00 00 00 01 00 00 00 0O
517959 31 32 2E 31 00 00 00 30 00 00 00 05 00 00 00 28 64 61 74
517978 61 00 00 00 01 OO 00 00 00 3 30 3
517997 SLESHK 3 3 5 3
518016 72 65 65 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
51803500 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 0O
518054 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
o B =
SopolLt ARIZF 22 jcio] TR S710] A9 Bl me
7LO % X S =1
njelego) Qlelz Abgeln olrk. 12N ARk %ol ARte Tt
nleltg o ShkE= gfo S are. A4y
Aol MAPe sk 47T tiftez Rhef of2fer HRUS AE
=5 v o 11 v [e) Z
ot 712 mtdRte g = 27Hseh d&oltt. offl F¢ A UEA™
= LI = =] = 1
wolxt £ miele] Hei7|7le Wt AE JhRlD BAIY, TRl
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ORI ZHA EMS S8 2210l S22 HE SEA} Ol o7

o
BA

rr

W2 g9 =Eact HolEE AlYsts a7t 9l Zlolt:

(2! 6) EnCase Raw Search Selected Zu}

:22) Tab\e‘ @ Timeline @ Gallery

B~ B~ O Selected0/2

Name Expression Hit Codepage Ansi
P Text Preview Preview
[0 1 ) IMG_0187_original file.MOV  \x69\x50\x68\x6F\X6E\x65  iPhone iPhone 8 ... iPhone 8 ...
[ 2 [ IMG_0187_naver cloud.MOV  \x69\x50\x68\x6F\x6E\x65  iPhone iPhone 8 ... iPhone 8 ...
Fields B Report Text Hex| B Doc B =] O Lock cf = At

& Options "A Codepage~ A TextStyle~ # @& v | B =] =
517905 00 20 00 00 00 03 00 00 00 18 64 61 74 61 00 .
517920 00 00 01 00 00 00 00 [§ 6F 6E 6
517935 00 00 00 1C 00 00 00 04 00 00 00 14 €4 61 74
517950 61 00 00 00 01 00 00 00 00 31 32 2E 31 00 00
517965 00 30 00 00 00 05 00 00 00 28 64 61 74 61 00

3)

by

o
S

>

M B

Qg 7) ARnidol MYE 2F /x| =

Fields B Report Text Hex| B Doc B Transcript - ¢ B O Lock
£ Options "A Codepage~ A TextStyle~ # Find @ -+ & [E CompressedView @

é

517807 61 74 69 6F 6E 64 61 74 65 00 00 00 C3 69 6C 73 74 00 00 ationdate---Ailst--

51782600 32 00 00 00 01 00 00 00 2A 64 61 74 61 00 00 00 01 00 2------- *data- - - -
517845 00 00 00 g 35
517864 Ef 00 02 00 /- ol

517883 00 00 15 6 61 74 61 00 00 00 01 00 00
517902 65 00 00 00 20 00 00 00 03 00 00 00 18

70 70 6C ceoedatacccccc e ppl
61 00 00 e--- ~------- data - -

~

9] dlolEi 2 Aol 3] AL 605145
107142 Agstolo} skt AR ofefet 2

(B 2) 607 RIXIHE 107l

rl

AAAY

-

T2 | eork A 1054

= +37.5955 0.5955%60 = 3573 / 0.73"60 = 438 | 37" 35 438

A= | H127.7547 | 05747%60 = 34.482 / 0.482%60 = 2892 | 127° 34 289
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gAlg 234 WRoAE AiAle S A= dEs mofstol &
72 AMESh= 7o) BIARE Bot Aeksta HFA] FAE 7= A
Al &elshr] gt ez 604149 HolHE Itz 42 FAIE
(https://www.google.com/maps)o]| A= ZAAlgto] Ads}A gH &
FEaE =ASste] BojEo

—

=

37°35'43.8"'N 127°34'28.9"E sgmiiin

37.595500, 127.574700

iPhoneo|A] Zget A1) 74Qoe e JEE Yo 7R
=0 £ i0S11 AEolE o]s ‘1&g o]u|x] mUFPAIQl HEIF
(High Efficiency Image File Format) 9] 739 ofRI7px] ot Y823t
= 177} o] 9lA] glof EAA I F2o17] ofele Aol
SHRITE 7]2AQl AR S2 2Rl 7HsstH o] A &4 &elo] 7t
%g}ii 517] ¢JsiiAl= Mac OSof|A] 7|20 2 A|Yst= &8z
d 5 Sl WRHEE SIE 4 Qo

o
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CRlZ ZUA 2NS S5t 2210 SUZ 3F REX Ol A7

(a3 9) Oto|Z HEF ApZlofl Zxi5h= HIEHH|0|E 24 Zut

. .
i 2 o [ iPhone photo file Metadata info ]

IMG_0044.HEIC

201941 78 259 2% 5:39:54

Apple iPhone 8 (O]

IPh 1r 287 2.2 » A
st ke o Fields M Report B Text| @ Hex B Doc @ ® B -~ ¢ B B O Lock &

& Options “A Codepage™ A TextStyle> M Find @& + &
000016200 04 00 00 00 01 00 00 00 DA 88 25 00 04 00 00 00 01
ELE 0000180 00 00 06 A2 00 00 00 00 FENETECTNCRR RN
6E 65 20 38 00 00 00 00 00 48 00 00 00 01 00 00 00
IS 37 [QUPITA00 00 00 01 31 32 2E 33 2E 31 00 00 32 30 31 39 3A 3
(IIIPEPYs7 3A 32 35 20 31 37 3A 33 39 3 35 34JNNEGIETECPRCTY
827 MESWA il 0000252 00 05 00 00 00 01 00 00 02 48 82 9D 00 05 00 00 00 01

1080  287mm  Oev  f22 1120

< Fields B Report B Text/ @ Hex B Doc @ @ B - ¢ B B O Lock

& options "A Codepage~ A TextSylew M Find & = = | &
0001656 D2 F9 00 01 55 1B 00 03 D2 F9 00 01 55 1B 00 00 00 OB ou -+ ~0u-cU----- A
00016740 00 05 00 00 00 OB 00 OO 00 1

0001728 00 OF 00 01 00 02
0ANTTAANN AN AN AR AN AN A7 &C AN AR O 02 00 0N 00 N2 AR AN -ceeeee\enneeeo Re

IV, B3e}ld YAl A (Mobile Messenger)=S
o]-g3t ST=E X &

(% 3) &=lof Argeh 2ot oAlN HE
MB|AF g 02 B AMEZI7|

Mobile v8.4.8
Computer v2.6.3

Mobile v5.9.1
Computer v1.7.14

KakaoTak | Messenger iPhone 8 (v12.3.1) / KOR SK Telecom

Telegram | Messenger iPhone 8 (v12.3.1) / KOR SK Telecom

oA 7P ol Abgshe mHkd oAlA }7}254 L]
‘olc}, o] £ 7hx] Sgm2 IS E 54

=H
a
T3 ARG A A oA 2R 2}
%

& L2 ZSYAIA AlHhshs 29 AgE= e ¢
A HAL, o]& 22 tAAES Sl Aufaeitts WA= Aot By
3



2019 X|QPFHAF HM33H x2S

(ag 10) 2H oldY SR

otel MD5 B3 J1eE
RIGITALFORENSICTEORIMOBILEMESSENGER:

HAVE BEEN CHANGED

High-definition
Standard-definition

VIDEO \
@ MD5 :  2c3ech917be0e7481aadb35865812d3

Original Movie File n

BEEN CHANGED

e
I\
(-] ' @
\\Qw/

0\°/0

HAVE

MDS5 : 8b0dad8db333478b50eace062e7afd17

1. 71712 HAXN 2AM

RE-SHARING

File Signature
MOV MP4

(4 byte offset] [4 byte offset]
66 74 79 70 71 74 20 20 66 74 79 70 69 73 6F 6D

MDS5 : 8b0dad8db333478b50eace062e7afd17

File Signature
MoV

[4 byte offset]
66 74 79 70 71 74 20 20

MPV

[4 byte offset]
66 74 79 70 6D 70 34 32

MD5 : d7a575f09b2d675fccee63308588dca

MD5 : d7a575f09b2d675fcce1e63308588dca

TPILE HAIRS] 9 ADlEEON HYH YL dehye 5
ol M3xIoZ ol Fh5sict Mshe $YYol 2PS ALgALE A
A AE(Queby, 18b) @ 4 glon] $8mRI MA| 5 ofnd
42 o] e default 3 W¥BPEol G Zolc}

Yrn 71F02 TP, Qs K] PAOR HEE 5 o]
B19] WIakg Selgt A e olojele] Wahh Yolgry. o]zt 24f
ol QeI Fustoz Sd SPNol w72 A B o
AR} PolskeA] 2ela Who] Qi AL S,

106 -

Police Science Institute



Cixe =

1z
A
1z
mjo
ofm
g'ﬂ
rto
8]
ro
ojo
U
1o
b
1
40
H
>
ok
re
re
-+

Qg 1) 717tE oldA otTS TE szt Hat

B Table| @ Timeline @ Gallery

5

B k- Selected 3/4

File Logical
Name Ext Size @

¥ 1 [3 KakaoTalk Video_2019-07-27-14-58-30_1st2.mp4 ~ mpd 164,943 [8b0dad8db333478b50eace062¢7afd17
¥ 2 [ KakaoTalk Video_2019-07-27-14-58-51_Y&tstZ.mp4 mp4 51,934 |09d4deaedOca70854375¢1d2210929e9
¥ 3 [0 IMG0187.MOV ez MOV 519,171 [2c3ech917be0e7481aadb358f65812d3

ATPOIN WA B AL TS ADlEEAAE U Irj2 A
#3H 7150] Gtk Zolck. Biof mejat Ei [TQlo] ATFEEA
3 SR vk ARl HA5HATHA ofol oA HYE 5
A THAMOVYE AH %% ZSMP4) FEf2 watslo] [ 5E Zolrt,

% P15 PC SEL2 IS ALgSH: FYA YRMOV) Fe)

a2 Mgo] 7pssict

(O3 12) 7}7IRE H4IX mAUTSE 0|F encoding M|EHH|OE

liew & & =
-+ free-A[mdatb- ‘Lavc ~
57.64.1018 -A-8---- &- s Download x264
cgBA-U-Dxg, - A ' master « Source + 475kB

<X»€ - --hf| -0 -yy¥UE
&tseUH -, @ U#1ix264 - co

I Binaries
|
eolan.org/x264.html ] o
ptions: cabac=0 ref=2 d H264 /| MPEG-4 AVC 2= gAloz QIF
eblock=1:0:0 analyse=0x d o= 22 ATEQN 2 Sgozis

1:0x111 me=hex subme=4
psy=1 psy rd=1.00:0.00
mixed ref=0 me range=16
chroma me=1 trellis=1 (OZEEl= Z2 2o XIRIGHK| o4 Qlrh
8x8dct=0 cqgm=0 deadzone v

MEsHL Rz ds &+ Uk




2019 X|OPgXAL 7337 25

Dol JPIE S8 m 2 TalojA] 913y E= mp4Q] File Signature
+ ofze} 2tk

(a2l 13) EnCase =70 &&= MP4 Hex Code AE

[4 byte offset] [4 byte offset]
66 74 79 70 69 73 6F 6D ftypisom
MP4 ISO Base Media file (MPEG-4) v1

]

¢ Felds W Report @ Text| B Hex| B Doc [& Transcript @ Picture & Conscle =+ ¢ @ B O Lock
# Options "A Codepage™ A TextStle™ M Find M FindNext @& + % € CompressedView B & =
000000000 00 00 20 (AOEEEREEREIINRIY 00 00 02 00 69 73 6F 6D 69 73 €F 32 - .

0000024 61 76 63 31 6D 70 34 31 OO 00 10 9B 6D 6F 6F 76 00 00 00 &C 6D 76 €8 64
0000048 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 03 E8 00 00 14 55 00 01 00 00
000007201 00 00 00 00 00 QD 00 00 00 00 00 00 01 0O 00 00 00 00 00 OO 00 Q0 00
0000096 00 00 00 Q0 00 01 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00 40 00 00 00

I E o2 thahatoA] AI3RFSoA
AFRFEL xPAIO] RILEO)A THA] &Y
A

o
.
g2 Wl 9 49 59Y 8

|-l:l

59
e AB93 o5 WAt of
2 QI3 FuA 24} olelo] ASEE AT 2] Ysto] T4
AIAE Ao cjgt sjoto] Bks & AL,

@5 VIS bl B4 SUU mdel 49 A Ug

Y
o] bl 918)
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CXE ZdA 2NE ot 2210 SHE &Z REAF &2 A
(a8 14) FPIR*ES St TIUTEA| alilghs Hat
KakaoTalk_Video_2019-07-27-14-58-30_15t&_ZHH{Z.mp4 2= 2% 4:23
KakaoTalk_Video_2019-07-27-14-58-30_135t=.mp4 25 2% 2:58
KakaoTalk_Video_2019-07-27-14-58-51_22ts1=!_x{blZ.mp4 2= 2F 4:23
KakaoTalk_Video_2019-07-27-14-58-51_2!Et3}E . mp4 2= 2% 2:59

B Table| @ Timeline @ Gallery
B~ B~ & Selected4/5

File = Logical
Name Ext Size @

&7 1| ) KakaoTalk_Video_2019-07-27-14-58-30_m.8H&_Zjti = .mp4 mp4  164,943| 8b0dad8db333478b50eace062e7afd17
&7 2| ) KakaoTalk_Video_2019-07-27-14-58-30_13H2.mp4 mp4 164,943 | 8b0dad8db333478b50eace062e7afd17
7 3| ) KakaoTalk_Video_2019-07-27-14-58-51_gtstA_Ei=Z.mp4| mp4 51,934 | 09d4deaed0ca70854375e1d2210929e9
7 4| ) KakaoTalk_Video_2019-07-27-14-58-51_2gtstE . mp4 mp4 51,934 | 09d4deaed0ca70854375e1d2210929e9

o =4 Soff AL mdS 2A1RE H A3AfA
oAl RSt Aat 278 ol BF of 1@ dlole Hetglo] ASE A=

o & 4 99k,

ot

2. 22O mitx 24

2ol Bot oAIR 2 Zejd Qe muld olAlA Sgma I3
"2, ] e st S YsH Aur =0l R|3RIoIA] W&
ohe 4% €2 fdMOV)o] opd XA 13gE mpd ot P2 A
2E|9100], 3R} O] A EsHE A4S HlolE] Wt glo] Wik

mp Tl e} IR HEHES & 4 Ak

(23 15) HiZ&=AMO| M2 slivlete Hal(Re 1)
8 Table © Timeline @ Gallery

B~ B - & Selected3/4

HW File Logical

Name Ext Size MDS
& 1 [ IMG_0187_original file. MOV~ 2= ufe! MOV 519,171 2c3ecb917be0e7481aadb358f65812d3
¥ 2 [ 5804697472718737234 2.MP4 2%} B MP4 43,407 d7a575f09b2d675fcce1e63308588dca
1 3 [) 5804697472718737234.MP4 17t tiz= MP4 43,407 d7a575f09b2d675fcce1e63308588dca
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—= =

B r= EnCase Forensic v8.082] Hash B4 7]590=2 L}

=~

(12 16) Hash mte! Met

Viewing (kakao_telegram_sat)

Hash Value

Filter Reset Filter Delete All Selected

Hash Items

SHA1 MD5

[J 1 56b5cfc0c635a59db9e76fe8bfead9bbab321835  2c3echb917be0e7481aadb358f65812d3  weisl=
[J 2 56cd36136eeec3bbd4ebd71d9f0faeaac126f275 8b0dad8db333478b50eace062e7afd17  7ites qx
[J 3 7af584a57201d9189b6c9aea2fe5c9d0e6baadcl  d7a575f09b2d675fcce1e63308588dca Y2y RE

[ 2. Hash library MM ]

(& 17) Hash library A

Manage Hash Library

Hash library path
C:\Users\cheun_sd\Desktop\hash set_mobile massenger

Hash Sets
B~ B~ U Selected1/1 / Edit B EditSelected B NewHashSet @ Import & Export B} Manage Hash ltems
Hash
N Cat Count
ame ategory Set Tags oun
1 1 [ kakao_telegram_sat kakao_telegram_sat kakao_telegram_sat 3




2019 X|QPFHAF HM33H x2S

[ 3. =AY TE=9

i

0o

o AL ]

ol

# | o Eidence x
O VewEntriesw @ - @ Bookmark~  Gotofle % Tags~ i FindRelated~ [ ReviewPackage™ Raw SearchSelected ~ ' Entries™ < Acquire™ Q-
‘= Entries B Table| © Timeline @ Gallery

+ B+ Single Files
DY I3RS X

B~ B~ & Selected 58/58

e fip e tosical —
Hashisiq Selected x
&1 cheun\single Files
& 2 | Total: 1 Evidence, 0 Folders, 49 Files (0 ignored) 11,007,637 (10.5 MB) cheun\Single Files\?}71 2% 4
&3 cheun\Single Files\?}712.8; 4
SHA1 DO Hash analysis D Entropy [ Verify file signatures & v
> Fields| M Report @ Text @ Hex B [ N To see changes the entries must be refreshed in the Entries view, under the Evidence tab. e % Tag
=N =
Name Cancel -
s Name
s Teg ¥ AlEmail
s File Ext " Find Archives
i Logical Size 0 Find Documents
Find Email
i Category Folder s

Find Internet Files and Artifacts

Find Items based on Category

Find Items based on Extension

Find Items by Date and Size o

4 Signature Analysis

€000

s File Type
s_protected

cheun\Single Files

(ad 19> ZAL HO|E & REIt AY=l= ot =& 2

(© EnCase Forensic

A | & Evidence x

[€ & O ViewEnwiesw @ - | M Bookmark® = Gotofle| ® Tags~ E: FindRelated~ [ ReviewPackage~ Raw Search Sele
B Table © Timeline @ Gallery
B - =B - & Selected57/58 % Filter: Find Items by Hash Category

Name [ ;')'(: ""S'?;a' - MD5

& 1 [ IMG_0187_Evernote.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
1 2 [ A4FAB2F3-EA7F-45BF-B146-C2216B231... MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
~ 3 [3 IMG_0187_original file. MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
¥ 4 [ video_0_naver mail.MOV MOV 519,171 | 2c3ech917be0e7481aadb358f65812d3 | cheun\Single Fi
~ 5 [3 IMG_0187.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
~ 6 [ IMG_0187_naver cloud.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
7 [ IMG_0187_0|E¢Z 1Y . MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
~ 8 [ IMG_0187.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
# 9 [3 IMG_0187_naver band.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
& 10 [ IMG_0187.MOV MOV 519,171 | 2c3ecb917be0e7481aadb358f65812d3 | cheun\Single Fi
& 11 [ KakaoTalk_Video_2019-07-27-14-58-30_.... mp4 164,943 8b0dad8db333478b50eac606;%3egaifd%1£7 cheun\Single Fi
1 12 [ KakaoTalk_Video_2019-07-27-14-58-30_... mp4 164,943 8b0dad8db333478b50eace062e7afd17 cheun\Single Fi
7 13 [ A4FA82F3-EA7F-45BF-B146-C2216B231... MOV 43,407 | d7a575f09b2d675fcce1e63308588dca | cheun\Single Fi
1 14 [3 1793744212370019823_MHIZ.mp4 mp4 43,407 é§;§$5?(§9b2d675fcce1 63308588dca | cheun\Single Fi
M 15 [ 1793744212370019823.MP4 MP4 43,407 | d7a575f09b2d675fcce1e63308588dca | cheun\Single Fi
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T8, 7\1*114* A96%, st=rHsk, 2007. 02, 235%,

o9 2007, 11, 15. A3 200753061 22

oA, AARREH, BFAL 2006, 531m HjZ-o]- o]/ =, AL EH,
Z2AL 2001, 535%.

115



2019 X|OPgXAL 7337 25
[

ol

o

k1

rr rie
ba)

2

‘O,

AR g7t thsii s @ A=Y AYEARS st
d

T ot Aol SIsHE A9, @ SAPIe] SAMEEO] FE WA
gutshs 749, @ WAAEHOl il uisto] g4 4 Sol
259 95 AAISHACE

Aate) AR g el s|Est I e gEoRs o
2 AT e meo] vlo] 2 O WYUS A308x0)2 A EolRE
e 2 2xl2 sh4stn

i}
Dall
2
1o
)
1T}
i)
~
o
2L ﬂJIO
N
N
lo
hu
g
=)
e
&
il
ol
o

o
10
B
i)
r
i
ko
£
>
>
2
©
2]
i—l‘,
o)
o
=]
opy
i
i)
b
11kt
=)
X

1

¥9,
2 = 0 ok
A

ol
ol
@)
)
ro
=]

2. LIX|E 79| T¥d

ezl "gead dxE AYuiAzRE 33t 2Ue 5=
AR AFuiA d2of A W8t et

o] &30l FEofoF staL, o]F HaliAe HAIR AFUAl dEol
bl AR FAEEA] @3tSo] GEE ook it &
HAE AGUAl d2e tiAlste] AguiAlol AdE Ates StETL
2ot w319 Ffolle HRIE ARl

u=)
H
rr
k)
=)
o
ok
=
fu
1t
a
m-[)l

—
oo
~

At 9, g5 AT HSHSAMAH Ao et AT, AFFA07-23,

SHEFHA A AT 2008, 3, 46%:,
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Justice, OLE. (2001); Steven Goode and Olin G. Welborn, Courtroom
Evidence Handbook, Ch. 2, pp. 226—280, 2005—2006.
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32) Rule 801(c) Hearsay.—‘Hearsay” is a statement, other than one made
by the declarant while testifying at the trial or hearing, offered in
evidence to prove the truth of the matter asserted.

33) United States v. Khorozian, 333 F.3d 498, 506 (3d Cir. 2003): “header
information automatically generated by a fax machine was not hearsay
as ‘nothing ‘said’ by a machine ‘- is hearsay.”

34) Rule 803(6) Records of regularly conducted activity.—A memorandum,
report, record, or data compilation, in any form, of acts, events,
conditions, opinions, or diagnoses, made at or near the time by, or from
information transmitted by, a person with knowledge, if kept in the
course of a regularly conducted business activity, and if it was the
regular practice of that business activity to make the memorandum,
report, record or data compilation, all as shown by the testimony of the
custodian or other qualified witness, or by certification that complies
with Rule 902(11), Rule 902(12), or a statute permitting certification,
unless the source of information or the method or circumstances of
preparation indicate lack of trustworthiness. The term “business” as used
in this paragraph includes business, institution, association, profession,
occupation, and calling of every kind, whether or not conducted for profit.

35) United States v. Moore, 923 F.2d 910, 914 (Ist Cir. 1991); United
States v. Catabran, 836 F.2d 453, 457 (9th Cir. 1988).
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38) Rule 801(d)(2) Statements which are not hearsay.—A statement is not
hearsay if— Admission by party—opponent.—The statement is offered
against a party and is (A) the party’'s own statement, in either an
individual or a representative capacity or (B) a statement of which the
party has manifested an adoption or belief in its truth, or (C) a
statement by a person authorized by the party to make a statement
concerning the subject, or (D) a statement by the party’s agent or
servant concerning a matter within the scope of the agency or
employment, made during the existence of the relationship, or (E) a

statement by a coconspirator of a party during the course and in
furtherance of the conspiracy. The contents of the statement shall be
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considered but are not alone sufficient to establish the declarant’s
authority under subdivision (C), the agency or employment relationship
and scope thereof under subdivision (D), or the existence of the
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conspiracy and the participation therein of the declarant and the party
against whom the statement is offered under subdivision (E).

39) United States v. Burt, 495 F.3d 733, 738—39 (7th Cir. 2007).
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< ABSTRACT >

A Study on the Identification of the First Person to
Distribute Online Pornography through Digital

Forensics Analysis
- In Focus on Cloud, KakaoTalk, Telegram -

Cheun, Seung—Deuk - Kang, Gu—Min

In early 2019, there was an incident that a celebrity illegally filmed
a scene of sexual assault and shared it with other celebrities in SNS
group chat in South Korea. People has been aware of the seriousness
of sexual crimes after learning of this report. Especially, distributing
obscene materials is a one of incurable crimes because it is highly
contagious. In addition, it can infringe on a one’s life and personal
rights. Moreover, it is difficult to find and destroy all pornographic
materials under investigation because some materials can be
reproduced and then issued again. This study suggests the method to
find and destroy all illegal pornography materials to prevent the
occurrence of victims. In particular, the experiment is conducted on
the hypothesis that pornographic videos are spread out through Could
app, Kakaotalk, and Telegram because given obscene materials are
usually filmed and distributed in messenger apps by smartphones.
Although the number of cases has been calculated and tested, this
study has been proceeded with using iPhone 8 (v12.3.1) only in limited
experiment. The study finds that neither the original video nor the
downloaded file changed on cloud app. Furthermore, original video
convert into codec supported by application vendor and redistribute
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through messenger, but no change occurs. Based on research, it is
possible to extract only relevant video files through using distributed
videos’ hash value and original file's hash value. In addition, digital
evidence collected through this method of analysis can have legal
ability of evidence when method meets the requirements such as
legitimate procedures of the investigative agency, authenticity of digital

evidence, and hearsay rule.

@ Key words : Online Pornographic, Digital Forensic, Digital Evidence,
Cloud, Kakaotalk, Telegram
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