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Colombia

Congo

Cote d'Ivoire

Dominican

Ecuador

Egypt
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El Salvador

N

Ethiopia

Guatemala

Indonesia

Jamaica

Jordan

Kazakhstan

Kenya

Lebanon

Maldives
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Mongolia

_ = DO |

(@

Myanmar

Nepal

Nigeria

Pakistan

Panama

Papua New Guinea

Philippines

Russia

Rwanda

Serbia-Montenegro

Sri Lanka

Tanzania

Thailand
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Uganda 2 2

Ukraine 1 1 1 3

Vietnam 1 2 1 4

Yemen 2 1 3

Zambia 1 1

Zimbabwe 1 2 3
16 20 12 15 13 23 18 117
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Arrival KOICA Orientation Free Time Free Time

Incheon Int’| Airport

Study visit
Police Museum

Field Trip Field Trip Field Trip Free Time
Ulsan Busan Kyeongjy

National Palice
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7t AMOIHEZ|AE MES W=72|(2007'A)

BE WA AAste nstteRe IT7]s Eed] uet A58} - Fdstste Aol
tH&3dt7] ofede] oo A7l et dAlshe SEI el uSo] 2
sttt o] w2 AlolHAtEe] YAAR, FAEY, wgole 24 % ARl E
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ool wa} A,

M

% &) B 3279 val AAskgov], ms WA dZebl Astel ws
3L AREA FES AAR Bela, o L& oFATE FF AWl B

AFaE B2 BEIES 1B

(E 13) 2007'A ALO|H{™H E[AlY MES wF
TE |9 3 3 d F 2 Yy & 7] 7 ol
A 87 B3 32749
1 AT g AR setgzE dis7y 3F 20
59 15
2 DBEA 1g7A Mssql, Oracle 5
ArelH oo ! ’ 59 15
W3
A} ) 59 15
3 ol Ul 1gHA VoIP, IPV6 5
54 15
4 IT 7)%3H4 45 A4 5 Sirdy 200
5 TAA2E WS NTES & 34 10
E]Xl? 6 Encase 11533 aHF94A 44 15
=
5
B 7 g8 3594 = tx3 B B 59 2
8 Tk 7 B g 27 24 20
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a7 - P9 mEst Assgel neh WAFAE A VEAD, AP, T2
9% 5 ITel Ui F3H ARALe] Washl Adch wepd AeluEgel B 57}
4 2] AR FAAES PP Aokl BB WRAA AYT & glE ak
o Aeste] A5t

AU Aol g gl A ol A9 AFEE P 99 5 29l ey
FHHPOE thre] 2084 LEHAOM, Al MEAZ FARTAL Ao AL Aol

WAL Zok(s7]8 Eh oA 5 T A FolAd ZFAE] 3 o4l AlolH
o

[¢]

(E 14) Si2 - A¢IAS’ A 120E a|HE
A5E |4 A ¥ & f &
123} AN AT 1. Mass SQL Injection, Backdoor, Keylogging, HTTP tunneling, NetBIOS

Bruteforcing

227 A AT 2, Qross Site Request Forgery, CSRF, Malicious Code Injection, Reverse
Shell, SSH tunneling, Database Backdoor

AT 3. Cross Site Scripting XSSE ]88 olH|d §Z, ProxyE o|-83+ W3ty

SRl Y -

j}% 3% $-3], HTTP tunneling, SQL Injection

o8 FPHIET 4, PIREE 0|88 24

= 492} |Excel #9FHE o|g3F o} F= WlE, ARP Cache Poisoning, SSH Version Rollback,
SSH MITM

A AT 5. Wireless Hacking
543} [WEP/WPA Cracking, DNS zonetransfer, SSL MITM, Web Shell Upload, ¢}J=~Z 2o
NetBIOS Cracking

Architecture : o] A8 A}o|F Segmentation & Paging, 1A32 7] A=

MOV, MOVZX, MOVSX, MOVS, AND, OR, XOR, SHL, SHR, LEA, ADD, SUB, MUL,
69z} DIV, CALLJMP 5

%V\ 3% 719k Call Stack, Frame Pointer Omission, 3+ SZ71oF, 3
PE File Format

=

PE g X9 : DOS Header, DOS Stub, PE Header, PE Optional Header, Data

SPN Directory, Section Table, Exporting & Importing Mech_anism

Ay 792 U7 71 - el Hal, Byela ¥ES 3 E ARHPH, Step Over/Step

;1% Into/Step Out, WEE], #HAAH U 2AF 2 WA, Jexﬂ* A=, FEHE ZAL
Windbg & OllyDbg TR

813} grojAEd 7|2 @ IDA 7B AN, A9ug/Agu /vy A alg, F2A
2 Fgj~ A [F/IF-ELSE/SWITCH-CASE 5— 1

Anti Reversing 7|/H2] ]3]
93} |Anti Disassembling 7%, TH7 A 9 R&gl Byl e & 9 Zagl TIS
Callback

1092} |Packing & Unpacking : Packing 2] 1], Manual Unpacking &] $12] & 2

hiihg
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1193} |Shadowbot Malware Analysis (IRC bot, DLL injection)
1293 (7 A7 2 7 AR 9o} DIL 1necnor1«] o3, 9% PCEHE Shadowbot F/}Z]
9 32, QEE HoE U AEd 34, obgns @x FIE A, 8C A, B
%ﬁé Tje} 5‘3 2l *l%ﬂﬂol’ﬂ(IRC Botnet), “5‘3301 ZEE F&, dPIE T l"f:*jn
5t wAUZ shet
Black Enery Malware Analysis (HTTP bot, DKOM)
o1y 1393k (D ARE 3 A9 = Bt DRKOM & 0|83t Process Hiding®| ofl], wxz] H=
i 45 53 Hiding®] ©]3f, ‘iﬂll?_\jf] gz BX9 23 Hidden Process B4, 779% PC
;'*;4‘1 27E Black Energy B4 3 &, HIE A EUE 4, &C A, XUl 9
* spel, Byl Z2EZ B (HTTP Bomet), §Ho] 22E 32, DDos 34 7149 ¢
3, SHEE J)s BA, 23 dAUZ got
14913 Buffer Overflow?] o3 : Buffer Overflow 9| 7|2 7Jd, Trampoline Technique, SEH
Overwriting
JAZ 29l X case study : PDF, Excel
154aF |2E29] FHo|2E A, Fo|2t & 4l 74, PDF g o] &gt oJ2E=9l &+
A, Excel FUHHE o] &3t 9J2ER9) E“
(E 15) ‘i - oMI= B4 Z3TE ISUR
TR BRI
(g [PAHIETE 1 ebls Adold ¢ acve X SMEE G0 9 4 e, AT
tunneling, Y222 9IE, Keylogger, Database Backdoor(1)
2915 A AT 2. htaccess A4 HAFHE o]8e g A Y=, SNMP o]&- WshE AAw
B 74, SSH tunneling
719 303 AR AT 3. YR =E o] 83t 7
BA oA F= H|E keylogging, VPN Client 37, DB Client 28], Database Backdoor(2)
II 423 AL AT 4, Wireless Hacking
Caffe Latte Attack, DTP attack, NetBIOS Cracking &
cgp [P 5 s 2
X N
ProxyS 0|83l ¥} $3] CSRF, Business Logic Analysis, F=
Rootkit 7§18 : Rootkit 7]%, User Mode Rootkit, Kernel Mode Rootkit
623t Hooking : IAT Hooking, Inline ¥~ Hooking, SSDT Hooking, IDT Hooking, SYSENTER
Hooking
Runtime Patch @ Detour Hook, Jump Template
2EF Direct Kernel Object Manipulation
! 794 [DKOM 0|83t Z2A 2~ 24 DKOM o4 tiufo]~ =gfoly] &4 DKOM o833
obA Covert Channel : TDINDIS o]-§ FEZ Y EYA 717, TCP/IP Protocol Spoofing
A=) IJAJF= &A] : Live System ¥4
B34 | 8dx |ZRA~ BUHY 4 BAS 53 0 ZeA2 2 sl 2E 2AE 59wy
QLRSI U LREE maAs A
& 1na 1= 2y, UﬂEﬂ 2 348 59 7Y oudE Ay zaAx g sdE o
1043 (8 2 270 7Y, Kemel A28 33 270 7]y
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o YT case study : ZxShell (C&S bot, IRP Hook, #7+¢d 2 HE AJ2h
B 01 azk 0 79 A2 5o}, IRP Hooke] ofd, R Hook B4, 791%l PC 2]
e | 2hell BA % 2E, QEE Hol 9 2EY $4, ohyns A e

A - -

A By §3 Tob (&S Bop, BA ZRED BN WHo] fAE 23 opdac 7|
BYZ 35 24, Ak 2 AT WAUS shet

o}y I case study : zhelatin (P2P bot, SSDT/IRP Hook, DDos/Spam)

g 7+l A7k 2 AZue}, SSDT Hooking®] )3, SSDT Hook & IRP Hook 4],

B4 | UL PREE £2 % Y Ao, JEE HlolE % AEY B, opgEs WX ¥l ¥
Il A, P2P Bometd] of3f, §A Z2EZ B4, WHo] &, DDos 54 79 ]3], DDos

34 WAYE 24, Spambot ©[8}, Spamming +4, v} 3 AR wFYSE viet

oMJFE case study : conficker(RFE O E, Thkst 7+e] ek, A}7|ked)

e s, dsshe slo|2E Eos), AXE HolE 4 2EY £, NeBIOSE ©
43 7Hd A 24, USB AR wiAE o83 T dEF B4, Ap] Wl WAUS &
A HTTP pullg 53+ HH0|E 7|5 &4, NeBIOS pushE o]-§3F ¢H|o|E 7|5 &4
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ot CXIE 4 2410+

87 - Hg=EL ASBEel met WARAE AL UEDD, Sy, T=a
W ITel o A ARAN] Besnz, Allwedd] B HedF An
[e)

2 g8l =714 Aol ARAHS FHT Part o

L)

i

E 16) 20099 CIXE SHEMTE DSHE

¢4 7%y 4

* Encase 2ZEdo] 7|& 2 duo|E #3}
o 71%97 © mulii-byte 3% 3J495}7], big endian, little endian
1015} ¢ SFAFH(NTES)
Wz Gs | 3}l (Internal files), master file table(MFT), MFT attributes
B - A5 4 8]&F d)o]E (resident/ non-resident data)
- 22 9 EMFAL NTESollA 2 ok
- MFT 3jX& 93} Enscripts ARE-8}7](Using Enscripts to decode the MFT)
WS 434 Sdow 428 4 g ol del 27
* RAID
- RAIDY] 3l=go] © AT EYo], RAID Levels, E#l2] I oA o] HZ
- Bt=dofe} AZEgo] RAIDs 55 918k encase AME-S}7]
¢ 9E9= oE 21
297 | - oMIE 21 ¥, YUn929) encased o83k o[HIE 2 Fj%31]
0= GSI |* NTFS $ LOGFILE
73Rt - 25e)l 25, A QAFE(Potential artifacts)
- Extracting $LOGFILE data using Enscript programs
. ?:][—i
~ xjsh gol(erminology), FEIHE HolEle] 9%, FEHEL 9 A
- Encase EDS module, NT/2K/XP/2K3 F|A~¢= B NTFSY ¢53sld dlolH
AECSNTIE NEPE | NRE A TR
- BElA 2 7952, Inode table, mounted volume, THE® %
- S 93t dlolE $13] AFEAY symbolic/ hard links
saq || 52/ HH2 AR AR 2 g 58
0= Gsi s BE2/AYE ﬁﬂ—)—\—-ﬂl:— s A=/ gd
o BEa/ s 4 sage, AlRE 27, AREAR AHUTMP/WTMP Files)
+ Z52 gEA 57
- HEY AlFdM EA3kE FE ARES}7](Use fields documented in superblock sector)
- encase Z2A|20l AR A|F3}H7)
o encase BE2 BAS o83l XA =
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o WRIES] 9fUAE

- HES/HESY, T2 3 BE 27, A AR, A2 T8k 0 27,
- RIES EAA 24} o)y
* MAC OS 89 AND 10 artifacts

- Al2E B, H2 Aed g g Zead)) Qe geRe sk, ARAL HlolH
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@

4943} - Al2E AR
uj= GSI |« ZE/Fe/AH
A - Wagler/Age] glh

- Introduction to objects, classes, properties and methods
- Building basic filters within the "ENTRIES/Home' view
- Building a compound filter

- combining filter to form queries

- Using the conditions "wizard" to build conditions
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(E 17) 2010 AtO|HE|Z] ALY nSWHE

4 x5y &

Window Sever 31754 WEE3 tjgHto)/ ARHete] ¥ 4 STRIDE 2l
Window Sever 37824 Z2M 2 78]/ OSL 7 Layerdp Ekfms Window Sever 32 &1

ATl S FETA o W/ Be £74 ZEd9la 29, SRMD

Kl o

s
153 * Window Sever ¢1Zz} 7]‘?} JH Hot Afn|x/ Cob1t ‘:”’;i_‘ 7]8ke] MSRA
* Window Sever] d1H3AE oW3}7] sk B
* osl 7 Layer W2 734 g5 $Igh Wl E"}
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o BE/FYA Al2E Y J}o A" 24/ fUs Bss, Y A2E 72
+ 2a/fHA RAD Z18 9 U AP/ RAD 01, 2E 3T B 5
273 -ax*wbv\4%4¢aéﬁloﬁ FHIA 8 ] 48 A A2 Y
 shel 2 2], A § 592 97, LOSTHROUND E6i9] Al st £

X
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Flm SLACK B 518 w8 A M1 Ao | ST A o
& fe2 D weel / A AAe A Weel, AE B4 sla ol

o

_CH

He

dloJg] gl HoF / SQL 7% SELECT, DML, TABLE, VIEW, USER ASSES
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= A7 64417, ASCLD/LABE 40417k, TACISE Azt 60A17te] B4 ws3 244
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Relstn gat.

lo

C. XHHUSH =

ol
o
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U= AlY 1 7 d@Ale] A7) HAE

14) The National Center for Forensic Science The Certification Roundtable Meeting, Draft Final
Report, (http://www.ncfs.org/dfcb/CERT%20ROUNDTABLE %20REPORT %
20(DRAFT%20V%206—07—04).pdf.), 2006.
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15) A. Corrigan, How To Make a Forensic Examiner, 2004 HTCIA International Training

Conference & Expo, presentation AF85 A3k 79l



A2 AolHHASA REETAZZ Y 369

2) ME7|Toll It X2 M=
2] AET| D] o F AAAFAEI EAet] ol AAAE] EAL I3kl

A 43 A490% 71% 53
3 AFE AAE International Society of oAE FHy AY P
Certified Computer Forensics Computer ) g dg 2 A7|AY
Examiner(CCE) Examiners a4 7 g deA
GIAC F¢l T4 By ‘
° ‘Eﬂi—] ! t Global Information 7570e] AEo 2 o]Foiz]
GIAC Centified Forensics Assurance Organization 270e) &gl Al
SUre T j83
Analysist(CFA) 8 2
29 AF PAIIE B
° C?n}rad f‘?i—] t]E ' High Tech Crime Fol AFEEH FA,
ied Computer _ 9 s
» Network A, WEAL 5 AN B

Fotensics Technician(CCFT)

:11(‘51 | & hr3 JAku ) ) .

° % %L—] AR @ e International Association | 3|9, && A dlo]HE o= o5 AlY
fed F ' of Computer Investigators 257k w83} ey

Computer Examiner(CFCE) v

AtolB] EQl T2 £47] AE 2] A
Cyber Security Forensics Cyber Security Institute A7) A /\]ﬁb}gs ;; ‘;].]“1 ; oz A3
Analyst(CSFA) S T e
ol¢lel%= Encaselt FTKSF 22 Zalla] AlFol 7[Wket AzGAdA dste w5
R AAA R g ggeith, s ol g AAA R e AR HoR Seld

UA" EAde 84 AN FA Y gy

oleid ATl AAZ EAY APAE A

16) C. Taylor, B. Endicott—Popovsky, A. Phillips, Ibid.



370 RE A (5284, 2012)

3) MAM U =2z Al

AAXN L &dx Al (Competency and Proficiency Test)S HAEZ < FHo H&
ARE &Aoo Hrlslr] 93t Aoz xAlA ZAATE 9 ¢ =23 Ao},

=A% Ald (proficiency test)S # #TE|AY, §H FH3r|# S Al dWo 3

o
.
i
!
oY

21 Axre] @Al A2 (knowledge), 71 (skills), &9 (abilities)= 3
Aolw | AA4 (competency) HAEE dutdoz txd zala] Al

SollMe] At A4, 7le, e8 S Hkele Aot dE S0 Fdol €

e -IIET _O\.'T

=&

o X
oo Ho

)

rr

o

>~

>

)

s

4

Aol

e

=

ofo

o

=]

=

}

i)

ol

ol

=

Mo

2,

[o

>,

>

olN

N

=2

2

ofo

i)

= e )y
o
&
wn
=
2
>
1o,
!
>
>
i
o,
N,

L
tlo
[Ne
ox
ol
ol
=
oY,
>~
>,
i
1o,
N
(i)Y
o
o
N

- -
ofr
ol

N
ol
ol
fr
pou)
i

T
o|X
ol
ol
N,
o
:?l:a'
o)
i
™
v

&
A SR HAE Au[ 2 Algatel] o3t o = HAE B AS gow &
Ak, sHAIRE AAA Bl 2Ed deide 1 277t itk
n= FE-ZEZeth gistae] National Center for Forensic Science(NCFS) 2 %4}
Wl AAIZ Digital Forensic Quality Solutions(DFQS)ANE FHx2 ¢4
Competency®t Proficiency test® Ald@ A i3t ©l= ASCLD/LAB®]

2007d 108 AFH 2 sdl= AR daf s9le dezxn o] FofAA | Aol 1D

2. O

[

TICHSt AO|HHZ[A} =

7t. alll

m

o
=

El

AAEALS gEAY  AloEF  H Alo]HHAFAMIE (UCD  Centre for
Cybersecurity & Cybercrime Investigation, ©]3t UCD CCIZ #Hd)'& 2006\

AYEHAT. UCD CCIE BEEE Fof WIS thdem 3 tAEFA g a2

17) Digital Forensics Quality Solutions (http://www.ncfs.org/dfqs/index.html) 3=



A2g AolMMHSA TEFAZZIA 371

AFH A A T HIYNE FAAE AT 28] ms 7|3k M B A 3
3 T s (I oF 30~407) & wdota ot olH3 AAl At ws 9
A% 53] EUS QIEZ, IMPACT & SAI717 2 71383} Alo|H¥Hz 2 gxg x4
Hof w5-Fd ¥ FHoA Fagt 4 FadsAA ECTEG(European Cybercrime
Training and Education Group), AGIS cybercrime investigation training
projects(@A= ISEC), ZCENTRE(Cybercrime Centres of Excellence Network)
s AlelHWAe] w& o AdS Adsta vk AAag S vl RSk
3 o] FolAH A7t Rt tighS et Hrt

Hov
of L

O

9 wSIPe 9] flal UCD CCIdle AFdat A5 A Alelw] Xl

ARGt AT ESOlE pHlED Stk A AZEgolds wl$ 1719l EnCase
Enterprise 5 44 22 E3 94 ALY 455 91 VMware networks +5
she T AHlE dHlsta itk 59 AFuss A oAk vkt olwA] (image)
£ W0l Fo| tddt wsdl &8st k. 28Rl Aol= tidte] AAHeR HAg
HErto] WE AZA A o] Folx glom 2l Zrelet HA| el S5 glof

71 flell 22l dguse] Az ofFojd ¢ Jes B2 =8E 7]eol1 it




372 WK (5528, 2012)
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& WA el old] AxAer @RARe] AF AAGAL oplolddA fAl
@ deje] ZeAES £987]2 delE 47 &2 Zolth fie Zzagd ha
A3 gle AR ohith AW fdel TzadSe] wEold u A Aolu

I
3 FE A oA ditrom QAEo] 2 EAS et a2 A FEe wo] o] F
#

L}, Falcone T2 J:2H

3PN Y3] (European Commission) &t otdW = A Z(Garda)= EU A9
7|l Aol FFA FHo ERAF(best practice)o] Wit A+ Z2AEQ]
Falcone T8-S 2002 7/AA3ch o] ZEa=dE= 107 A= AE/ Zof
gow 20029 32l 27 %S Fa BU 97 Faz s Fdo o A
T8 5 3749 HuAE 2Rt

Falcone 2o AZL olgje} o] Hld 4 U}
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< H A9 AtolE] T X35 ol E A

c D 712 (FR) @ THHE(EDH) @ naabd (AAFEIFH) @ CPD(Continuing
Professional Development)/BIA#7 #4 5 47 5] & FE3to] Ed A

« gt FEsta 53] tigte] FHF mSH o thek 15 (accreditation) & & A

e BUEE ©@d 73 FE 3. = Z(BEuropol)©o] A4 Aoz HII(9]

£ 2007¥9% Europol Cybercrime Investigation Training Harmonization

Groupl. & °]ofH)

Ct. AGIS Z12H18)

Falcone Z=I3e] A= J= HHUHFTAAME (UK National Hi-Tech Crime
Training Centre, @A National Police Improvement Agency)’} #&|& @i &7}
glof, dinta, Ads, 5Y, ofdAdle, ~9Ql, I, XEFD T FEHIV fEE A
Bl Zo] #ofste] AGIS Z=ado] AgFr}, o] T2 e] EHE Falcone X213
AN A 1A 723G o] AR S vhEo] Aldsta Hrlete Aot o] HH e
200430l AlgE o] FEAoldtte Hrtet dA AlSeiA ofddl= 2 gl ojdil=E o
Bt Pxste] A29AQ 4TS

200500 20040l H7hgt =7t fjo= drld el ooyt FrtE e, 2005
|zt 2006 Al 2942 371 EE(Internet  Investigations, Network
Investigations, NTFS Forensics)o] 7Z= o] ARlAoz AAFHH. o] RE5S UE
A8t Forensic Computing and Cybercrime Investigation AA2bge] dF-2 7dy]
o] QlZF(accredited) FAh. o] ol that H7HE S8l A 29A A& A&si] F7F
2 MY FTEHEE 9= NPIA 3 HEddig CCI(Centre for Cybercrime
Investigation) ¢t @8 ol 7/1EE Zo] AnHATt 2006d00= LxErjo}, Zgfx 11
g2, gERol YEdds, WEL 5o 371 9ol RIZT|PS nle]ARAZET) RIZP|Yo R
= Aoz FAsHA =AUt old me} 2006/2007d F7t= 370 FH (Linux

N

18) AGIS F&38h= ISECH HEo] £AHA|el tsatr] #13 FRAB 3] P syt F47
Zgagel £o4xl o]Felth AtelwuF = ISECOlA AsiA 1671 wHi Wzl shtelx,

2007-20137F ISECel F4i=5l= AF=2 69 fEolt)
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Forensics, Mobile Telephone Forensics, Wireless LANS and VOIP)¢] 7idtE o]
AR o2 AAERY. o] I F3t e Ee] MAlabgel dgko g sfitEo] Q1FH
Atk o] A Uit Hrie] Az FrFer I IFHHY ngd (A E =2
Z, QEE, AL dEd0E, fEHEAdr 3] Hosle] AEE Aol AunEHT

2t ISEC =22

AGIS®] oo ISECe] A2 2007d 37 =& (Advanced Scripting, Live Data
Forensics, Microsoft Vista Forensics)ol GAl tlEAU e A gl dstoz 7hd
HAk ofol wet 20061 d 1€l JHEE HELWS Aol AE Arag e F83
678 (F=r, ool exEeo}, 240 B QAHIAM FA 2%)o] 20061d 124
HEddggtoA X222 Forensic Computing and Cybercrime Investigation
(FCCI) HH oz AAeke) & WA =JAth19) 20073 Y3
=4, a8, ol dRBE, $F § 20HoE solytt wepd BAAA] AT
30~40" A< fAst Aot ISECY B2 #3o] mse 20l 7|¥he g o]Folx]
1 3tk dF9] e-Learningelgtal & 4 = ol @Y AlxHolgr|Hul= YAlOlE
o} 9A%e], dALF ol o] FolAE o] AlxgH o FHEAAY HAAA A N
dolt}, o]F 7H 7]&o] He AL (¥ 9) ISEC &3 Fo|x]olth,

(O& 9) ISECSQ| http://www cybercrimetraining euQ| x7| &HH
[ | ISEC B3

Cybercrime Investigation - "Developing and disseminating an accredited international training
programme for the future"

ML =, vdds, ZFx

rlo

This project continues the work carried out under Falcone and Agis projects to harmonise cybercrime training
across international borders by the production and dissemination of aceredited training courses on cyber crime.
The programme supports the strategy and peer programme of the European Commission in which one of the aims
is the need to set up a coordinated action to train law enforcement in this area.

The contributors belong to various law enforcement organisations, academic bodies, international organisations
and the private sector.

The project will run for 3 years from December 2008 to November 2011

Username: Password: [ Login

Funded by

European Commission n An Garda Siochana
p

O'NPJA  Landesami fiar Ausbildung, Foribildung und

Natioeal Balcielknproveent agency Personalangelegenheiten der Polizel NRW ™ S

Microsoft Microsoft

19) http://www.ucd.ie/news/0712_december/071207_cyber_crime.html
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(28 10)e ISEC £9 golole] ANUE 4 e nelzch 94 49” #d s
g 7Bom HY5e] THH Uee & & Utk o] FAIAE gAY B2
| ol-ely EAFoR AFEA AET 5 Uk o

Zor ZRAEQ F5(http://www.moodle.org) S o] &3t =50} Ut}

(course management system) W*

(gl 10) http://www cybercrimetraining eu| o} ==

“ August2010 >

This sie is intended to be
used as a facility for the.
sun Mon Tue Wed Thu Fri Sat

upgrade and development of

course materal. T you have 1% 5 A e v

AN Seon [or e 8 9 4 1 12131

Znerylbaks@umlg 2 n 25 26 27 28
20 30 3

Add a niew entry
Vigw my entries
Biog preferences
View sile entries
There are no upcoming events

Go to calendar.
Naw Event.

This ste is inter ndedl be

upgrade devempmenl of
course material. Tyou have

(ad 1D)elA He A2 200949 Ate]l=Z 2 (Cyprus) A AAJE ISEC 7|22,
Z Introductory IT Forensics and Network Investigations Z}g<] shHeo|t}. o]
I3 A 2Rl ol ofet JAm ol AlolEx FE nSUFEYL AAE
= A BB 52 Ak FEAR Falte $EE ARSEEHIATH
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(a2l 11) http://www cybercrimetraining.eu®| ClOfAFHA J|Z=nt™

HE News forum

1 Software Downloads [}
@ Software Downloads

2 Course Information ]
) Trainer Guide

3 Introductory IT Forensics & Network Investigations Presentations: ]

(3 Introductory IT Forensics & Network Investigations

1 Unenrol me from
Damascus Course

r mmxluclow i
Forensics and Network

Investigations-Damascus

%2 Knowledge Exchange

¢ Student Resources

All courses ..

ISECY] 7123 o] f=mvte du=h, Q= 2 53 ol §3 52 UAF

Z AtolHilz] o] Yoz AFHUG FHO wEAEE UEF ofAlop AtolHH
A a#d Fd z2a3 5 g A9 Z2a9 fldz 7| zA8E &85 v}, ISEC
o] FF o] FHE FE el ugHP o AP F2 I 4L e F
& gEdaggeln}

o}, E.C.T.E.G.

AGIS Z=213) Alge] Hrtapgor] A&EAQ =4 Alolvpiz] 4 23 X2
+ NS 93 FHeke]l "aAol A7iEe] 20073 F2F FEE Europol Cybercrime
Investigation Training Harmonization Groupol AAEAJL}. o] YA 2B FH =

T B AShR FA Z2ade AN A9 Fa Alelulidel tesl

qu
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= I7te gEFE FEoE VIEe e m Alolmx T 24& stelet
BaH AAE At AoR ool vk 20099 112k 3]ejoA] AA1FS] HAL
European Cybercrime Training and Education Group(E.C.T.E.G.)Z WA}

EC.T.E.G.& FHAF 3= 3 A= W71, 4717, A 2 ARA
AE] (High Tech Crime Centre)ell
stal Aok =, AAe] ISEC Z=
o AP Yor dPE B

=

o
>
o
f
uts)
&
%o,
[o
i)
Mo
o
. =
b
ot
Ho
fr
i
o
o
LN L
OXL

Hf. AFO|HEHZE| e TSHATZA(2CENTRE)

gEdues Aoz AlelHlz Tl RastEo] AFHTGEY AAAHA AL
Wiz T8 FAalo] tige] A =AU AR ol o]efg Ato|HRlx FHIHA
AFEE A5e BA gon uebx gadsy 2 J8s FYste 1edT4EE
g ARt ATt 2R JEE gEHYgte] stEE Ak Kk zt 2009
9 FHAGAs AEHJAH. 200 o7 s AFLol= 2CENTRE(Cybercrime
Centres of Excellence Network for Training Research and Education)2l) 2= ©]
7ol 2ozlnh. o] AgE 20109 10€l FHAAA L3¢ tEddigte] CCI, =29
Troyes and Montpellier 1 thate] A<kl ofs) “JAL=| AT,
ol &2 ¢ HuMe] F8 WEE LA Aotk 2CENTRE= 7t Falcone&
B5E oozl AlelHH R wsFHAA 7P AE Aol e Aolgka & & Ut
w7 A Al BF @A AteleE FdEo] A&rbedtal, AlFstd
T o, ®Fo| vketa, ST F e VleEs AT devet 336
I e ARdAe E=IEIT

forensicsel A8 Je 71ES zE HOHEIIE 18
st FH3t= Aol oy ughx HRYHez FAgE HhHo g o|n] Fywol

20) Cormac Callanan & Nigel Jones, "Study: Co—operation between LE, Industry and Academia to
deliver long term sustainable training to key cybercrime personnel", 2009.
<http://www.2centre.eu/sites/default/files/LEA—~ISP%20Training%20Strategy %20v1.0.pdf >

21) http://www.2centre.eu FE
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o] g gaflof st AB|2AlFARY] el ITHA FAREAAE H a3ttt
AR ezl WA BIAAL AleluEn FAL Agetn AAs) Slei

471 0 ASAsh dASel ZRaY 9 e 9B 9 aRd 4493

(qualification) S LA HEHNZE 4 o7t ok

e 0o]213F tm7| TS Alo|WHF 9} FHE Ve AFASe dA S SR EE A
H wgzazae] fEe glo] 259 ddd A9 wSA E(pool) S 84T 5
o)

AA

+ 2006 ofd@:=2o] tjEd thsh(University College Dublin: UCD)& HwhAlA

< 2t xdld Py HHYPH?A T FEE = Xy HFYY Alo| R AR A

At S RRER At E AL ek UCD AlelHRIASFAMIE (UCD CCI,
Centre for Cybercrime Investigation)E& AHdtt W& e A=g A}
of gk AEAQ S8 AEA] w&FA N, dE, sAPS Adsi] 9
ol o] mel tigk Qs Adsta
UCDe ;A FE I AlelH iz A MALPY (FCCD 2 W71 83 SEUA
stol] 53] AAE AFH (accredited) Z2Iao|t}, o] L2 v 7|t
 HEAPBT der AgHow £gu gl

7133 Al FE st AlelH{RlH /A gAlo]u

HuAzg ot 2YE %E REYAe] FEHon AZwe FAL AT

0

15 0SY (Centres of Excellence: CoE)S A3t /dstes =712 Q9
Zaolt}. oA B3 7FE =3 CoEE Ao zx 7l Aotk 1y

=
@ elel A5 Bl AAE FURAAUS Faloonedh Asis 2299l $4

aeg 2459 ol BAARY FY sl AL 5 9

$ 71 CoBE ATFAS Z2aRg stn oledd FAl) i At g9E ol
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SMEAS ZHAES 7 CoRt A3 249 A v WAL 98l WA

3, A, Al BAE ol BARS T AEHUIE AT Flolt}. 27
Al MEHS =475 de A4AA. MR, Ao HARsS 2dete Aol
gAoW 4A dHE Falconed Agis ZRAE ¥ opet F2E Alo|HHHFE
zste]  #3t HAF1F(Europol Working Group on  Harmonization of
Cybercrime Training)'®] 2ol Aozl A2]& 7]Hlez sl f3&3l= RS
FToHAl 2 Zlolt
20089 699 frEE AelHHE FH xslo] #d AFF A ISEC EC A%
A zzafvte] g dda dEHAY st
AT o] AT AIAREFE ApelHHE FH, AT, weS A% 15ATd
Y EL Z(Cybercrime Centres of Excellence Network for Training,
Research, and Education: 2CENTRE)'S] A¥, &, /Mgl #g 4&ES EC
Aol ISEC Z2a#ld] A &ste Aot
HEAD 3o g2 At Z2AES oA ES AR UEYAY A&
doll gk AAAQl 8aolth, 2CENTRE= #HZ9 CoESH & slA|vt FHAH L
2 9 29 AHE xEH UEYA 2FAHE AAE Aot} o] MES
I #HZxd UCDd 7|9 & oldé= CoE EFoHTroyes) F3thste] 7]ut
Zolt}, she] aF R I YEYIE tE WnE
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(£ 28) 12| 2AE{E ALO|HHZE MHAZ MA 2F

2011 7€ 259 99 Y (Computer Forensics: Foundations)

Az

R

08:30-09:00

==

09:00-09:30

h2, BAA 5w a0

09:30-12:00

ZAFE X P2 7]1%(Foundations of Computer Forensics)
Time standards, time zones, and daylight saving time
Sources of evidence in computer system
ACPO Principles of Computer Based Electronic Evidence
Forensic Disk Imaging, Disk Wiping, Write blocking
Using cryptographic hashing for detection of data tampering

13:00-18:00

Fd2 B4 Y 34(Computer Forensic Analysis Workshop)
Analysis of the sexual abuse victim's computer
X-Ways Forensics
Overview of Windows File System Layout
Traces of Internet Usage (Email & Instant Messaging Forensics, Tools)

2011 79 269 32 (Computer Forensics: Data Acquisition)

Al 3t

4 %

09:00-10:30

olnd 7] #]H(Review of Disk Imaging Techniques)
To introduce some basic concepts of HDD technology
To review practical aspects of disk imaging (Documentation, HDD interface)

10:30-12:00

glo]B A2 2lH(Review of Live Data Forensics Techniques)
A Brief Discussion of Live Data Forensics Concepts (Law, Platforms, Volatile Data,
Persistent Data)
Live Forensics Tools(FTK Imager, X-ways capture, Winen, Win32dd, mdd, Helix PRO)

13:00-18:00

oju]A W glo]B Ealld] I Workshop: Disk Imaging, Live Forensics)
Disk Imaging Practice (IDE, SATA, SAS, SCSI..) and Documentation
In-situ disk imaging with Helix CD v1.9 and Documentation
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20119 7€ 279 £9Y (Mobile Phone Forensics)

Az

3 7

09:00-12:00

Frld ¥dl2 7)%(Foundations of Mobile Phone Forensics)
Mobile Device Examination
Search and Seizure Consideration, Device Handling, Common Terminology(IMEI, IMSI,
ICCID), Extraction
Mobile Device Data Content (NAND/NOR, SIM/UICC)

13:00-18:00

e Zdll2) $34(Mobile Phone Forensics Workshop)
Mobile Device Aquisition Practice by XRY(Mobile Phone, SIM Card)
Exhibit Examination Overview

2011 7€ 28Y E99Y (Crime Scene Search and Seizure)

Azt

R

09:00-12:00

A4 714 2l (Review of Search and Seizure Techniques)
Good Practice Principles for Electronic Evidence
Pre-Search Preparation & Briefing
Live Forensics
Seizing, Labelling, Storage

13:00-17:00

A (Search and Seizure Practical Assignment)

17:00-18:00

3} ¥HE (Debriefing of Search and Seizure Teams)

2011d 7€ 29¢ #2¢Y (Money Laundering)

Azt

i

09:00-12:00

A=A Y3F451(Money Laundering Workshop [Part 1])
Effects of money laundering
Investigating Money Laundering
FATF Introduction (The key issues that FATF recognised)
Summary of AML measures
Money Laundering Through Real Estate

13:00-18:00

AEAE H382(Money Laundering Workshop [Part 2])
Money Laundering and Fraud (VAT Carousel Fraud)
Countering Terrorist Financing (CTF)

US Office of Foreign Asset Control
Terror Funding and Operations
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20113 8¢ 19 ¥9Y (VoIP and Wireless Investigations)

Az

R

09:00-12:00

VoIPs} FAIE Yl A F451(VoIP and Wireless Investigations Workshop [Part 1])
Explain what Bluetooth is
Potential security risks associated with Bluetooth
What a wireless LAN(WLAN) is
Differences between ad-hoc and infrastructure WLANs
Potential security risks associated with wireless networks

Compare and contrast the use of traditional techniques for acquiring wireless
information with the use of a custom built toolkit to perform the same,

Discuss the benefits of using a custom built toolkit
Use the Carabinieri toolkit to acquire information from a wireless connection

13:00-18:00

VoIPg} FATE Yl A F52(VoIP and Wireless Investigations Workshop [Part 2])
Describe the popularity and penetration of Skype
Cryptographic methods used to secure Skype communications
Services provided by Skype
Distinguish between P2P, SkypeOut and Skypeln communication modes
Information that can be requested from Skype
Local and remote infection for Keylogging software
Concept of Skype cloning
Locate the Skype chat on different OSs
Different techniques to rebuilt Skype chat
Identify a Skype user by the email address
Identify the IP used by the Skype user to geolocate it

20113 89 29 319 (Malware Detection and Analysis Workshop)

Az

I

09:00-12:00

Ao} &1 g 24 Y3451 (Malware Detection and Analysis Workshop [Part 11)
Malware overview
What is the main use of Malware?

How much money did CyberCrime make last year?
Malware Types, Malware Naming Conventions
Setting up a Malware Test Lab
Basic Lab Setup
Professional Lab Setup
Gateway - REMnux
Virtual Machines(vmware, parallels, gemu...)
Lab Setup Tips
What tools to install?
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dejlo] &) g 12 a452(Malware Detection and Analysis Workshop [Part 2])
Malware Analysis Process
Finding and Extracting the Malware
(Scan the computer, Look for Rootkits, suspicious processes, system startup locations,
Use System Information Collector)
Static Analysis
13:00-18:00 . o . . .
Blackboxing (Change Monitoring, Processes, Files, Registry, Ports, Networking)
Internet Search
Whiteboxing
Results
Rootkits
Conclusion

2011 8¥ 3% 4229 (Cybercrime Investigation Contest)
2011 89 4 59 (Cybercrime Investigation Contest)

Aol FAL ABIAE: A A, 2FER A FAE JPsH ER

Ct. QIEIE AIOIHEZE MHAZ S| EFut ot

22) WAL 5 EASHYel Fold F ARAel AET wAA 9 1§
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3. &8 ISEC 7|x=1}H
7k Jh

e ISEC 712342 9] A wpel o] IT X2 9 UEA FAF 7%

b

(Introductory IT Forensics and Network Investigations) & ©]& Bz ©@d =

o 7P wol AAR o] F7lellA F¥lo] o]RofAx Sl FAoltt. o] FHAC
MEAHQ AMGE AAFel E(Trainer Guide) & B34 A& 4 Utk ZHAlol=&
=Y, w59d 9 ded SFAGMR FaE e 8THe AR ¥ ot =
Well A AAlse B2 =A] Ateluia FHgdAE ol2d FiAd FHEAE &
getA ¥e A-%7F Bk

gl
=]

Lt ZAF 7}O0|=(Trainer Guide)

1) =¢)
A, E3E, /i, Trainer Guide AREWH, 49 %, A, S, <5
F, AlEHH, ot A=A T Z1AIE] sl

olglE= 2009 thup A AoA AAE [SEC 712FF (25F) 9 wSdFoltt, 7t
2 doo ugt 1~2A7te 2 FEREo AXAHEH AL & 4 don, ofF 9AIHE 0%
BAIZHA] Aol iz glo] HAE o] Ut W& AHAlE Al AL 7]&ol] 3 o] FoiA]
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(E 29) 2009 A ClopAF|A0AM HA|E ISEC 7| ZntE(2F)9 used
09:00 - 11:00 - 12:00 -  13:00 - 15:00 - 16:00 -
10:00  10:00 - 11:00  12:00 13:00 14:00  14:00 - 15:00  16:00 17:00
1.1
1.1.2 1.1.4 ‘,'5
. 1.1.3 ) .. |Overview of
1.1.1 Introduction o Physical Characteristics
Monday : Demystifying LUNCH ) Computer
Opening | to Computer of HardDisks ; CD/DVD )
. Computer Hardware . Data(Bits
Forensics & other Storage Media
and Bytes)
1.2.2 1.2
1.21 P ing : .H d Disk D3 L.2.4 1.2.5
eparing a Ha 5 €
Tuesday | Review of | | Poing @ Harc s " ILUNCH | FAT File -
for Use-Partitioning Letter NTFS File System
the day ) ] System
and Formatting Assignment
1.3.4
1.3.1 1.3.2 133 Working with|  1.3.5 13.6
Wednesday | Review of | Deleted Files/Recycle | Operating | LUNCH | a Command | The Boot | Windows
the day Bin Systems Line Process | Shutdown
Interpreter
1.4.1 1.4.2 1.4.3 1.4.4 145
Thursday | Review of | Introduction Introduction to | LUNCH | Network o
) WWW
the day |to Networksl Networks2 Practical
151 1.5.2 153
Friday ) o Assessment of the | LUNCH Linux Travel
Review of the week )
week Introduction
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09:00 - 10:00 - 11:00 - 12:00 - 13:00 - 14:00 - 15:00 - 16:00 -
10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00
211 212 2,14
Wireless Wireless 213 Network 215
Monday o LUNCH . . .
Networks | Networks | Internet Investigation Live E-Mai IBasics
& Security | Practical Investigation
2,23
221 222 223 The Internet 924
Tuesday | Review of | File Times The Internet & LUNCH | & Forensic ) o )
. Basics of Encryption
the day | & Dates Forensic traces Traces
(Cont)
231 233 234 235
o 2.3.2 File Types Wiping & | Capture of Digital
Wednesday| Review of 3 P LUNCH ping ) P ‘g1
the d Forensic Tools & Counter Evidence Tmaging &
e da
¥ Signatures Forensics Hashing
2.4
241 2.4.2 P . t5
resentin,
o Trojan & 243 244 s
Thursday | Review of . ) i . LUNCH . & Giving
Trojan  |Basic Mobile Forensics Search & Seizure )
the day Evidence
Defences )
(Practical)
2.5.1 2.5.2 2
Fiay . S, . S. LUNCH 5.3 ‘
Final Review Assessment of Week2 Course Closure, Review & Travel
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4, UN 23101 AfO|HHZ|SAl RSEH T2 12

UNODC¢ g=drpgdddggdol gFor Fske AlelHHAN-SEH (Virtual

Forum Against Cybercrime)9] 4oz Alo|HHz #d ARPYE Z=AAE 93 &

ghol m& ZEado] 9n}. o] T gt & EAL Ao 9xE 2gel 7o =
zZade] s Ay sioke Zolvh. w2 msEded #ilo] 7 Hed ol
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(EZ 30) UN 222! AIO|HHE|LAl n|EH T2 7|21

Lesson No, Course Module
011 (0] [0.1] Introduction to the Training Courses of the Virtual Forum
Introduction to the against Cybercrime
0-2-1 Training Course of the | [0.2] Cybercrimes in the global village (I)
Virtual Forum against ) ) ]
0-3-1 . [0.3] Cybercrimes in the global village (II)
Cybercrime

1-1-1 , A , -

Lo [1.1] Understanding emerging trends in ICT & cybercrime in the
information age

1-1-3

121 . o

122 (1] [1.2] Structure of the internet & digital divide

Understandi
131 PeEHRES ' 1.3] Vulnerabilities of ICT
Information and -

1-4-1 o [1.4] ICT & network security

51 Communication

152 Technology [1.5] Forms of intrusion & hacking

1-6-1 [1.0] E-commerce & forms of electronic payment

1-7-1 (1.7 Digital evidence & digital forensics for non-forensic

1-7-2 specialists

2-1-1 o N . .

12 [2.1] Criminality — Definitions of cybercrime

2-2-1 [2.2] Judicial issues in cybercrimes (I)

2-3-1 [2.3] Judicial issues in cybercrimes (II)

2-4-1

D) [2.4] Types of cybercrimes (I) - Cyber-property crimes

2-5-1 . . , . .

252 [2.5] Types of cybercrimes (II) - E-commerce & e-banking crimes

261 , ;
[2.6] Types of cybercrimes () - Cyber-terrorism

2-6-2 2]

2-7-1 Understanding [2.7] Jurisdiction — the roles of national & international law

-2 Cybercrime Laws enforcement

2-8-1

282 [2.8] International cooperation in the control of cybercrime

291 [2.9] Compatibility of international conventions on cybercrime
with domestic laws

2-10-1
[2.10] Mutual legal assistance : methods & problems — procedures

2-10-2 & practices of online cooperation for law enforcement agencies

2111 [2.11] Digital evidence, preservation & presentaion of evidence

for non-forensic specialists
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(E 31) UN 2z}l Ao|HHE|PAl uKEH T2 15018

3-11-5

Lesson No, Course Module

3-1-1
3-1-2
313 [3.1] Computer investigation techniques (I)
3-1-4
3-2-1
322 [3.2] Computer investigation techniques (II)
331
3-3-2
333
3-3-4 [3.3] Investigation system & procedure of developed countries
335
3-3-6
337
3-4-1
342 (3.4] Criminal procedure & digital evidence
1 3l
3-5-2 Cybercrime [3.5] Modus Operandi of cybercrime & investigation techniques
353 Investigations — () - Computer viruses, hacking & botnet
3-5-4 Procedure &
3-6-1 Techniques

[3.6] Modus Operandi of cybercrime & investigation techniques
3-6-2 i ' ,

(I) - Cyberstalking & electronic vandalism

3-6-3
3-7-1 [3.71 Modus Operandi of cybercrime & investigation techniques
3-7-2 (I = Computer fraud & phishing
3-8-1 (3.8] Modus Operandi of cybercrime & investigation techniques
3-8-2 (IV) - Terrorist use of the Internet
3-9-1 . i o )
392 [3.9] Preservation & presentation of digital evidence
3-10-1 [3.10] Assessment Potential Threat of Anonymous
3-10-2 Communication
3-11-1
3-11-2
3-11-3 (3.11] Network Security
3-11-4
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Lesson No, Course Module
3-11-6
3-12-1
5122 [3.12] Incident response teams — Priorities & team building
3-13-1
(3.13] Investigative best practices — Case studies
3-13-2
3-14-1 (3.14] Practicum — Project exercise
4-1-1 [4.1] Understanding and applying the rules of digital evidence
4-2-1 [4.2] Acquiring forensic images & preservation of digital
4-2-2 evidence
4-3-1
4-3-2 [4.3] Computer Forensics Tools Testing (CFTT)
4-3-3
4-4-1
4-4-2 [4.4] Analytical Procedures & Forensic Techniques (I)
4-4-3 - Program analysis
4-4-4
4-5-1
452 [4.5] Analytical Procedures & Forensic Techniques (IT)
- Network analysis
4-5-3
461 (4]
Cybercrime
462 Investigation — Digital
4-6-3 Forensics [4.4] Analytical Procedures & Forensic Techniques (III)
4-6-4 - Database analysis
4-6-5
4-6-6
4-7-1
4-7-2
4-7-3
4-7-4 [4.4] Analytical Procedures & Forensic Techniques (IV)
4-7-5 - Digital evidence analysis
4-7-6
4-7-7
4-7-8
4-8-1

4-8-2

[4.8] E-mail investigation
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Lesson No,

Course

Module

49-1

4-9-2

4-10-1

4-10-2

4-11-1

4-11-2

4-11-3

4-11-4

4-11-5

4-12-1

4-12-2

4-12-3

4-12-4

[4.91 Keyword analysis

[4.10] Internet activity analysis

[4.11] Encryption & stenography

[4.12] Computer security risks & remedies

5-1-1

5-1-2

5-1-3

5-1-4

5-2-1

5-2-2

5-2-3

5-2-4

5-2-5

5-3-1

5-4-1

5-4-2

5-4-3

5-5-1

5-5-2

5-5-3

5-6-1

5-6-2

5-6-3

5]

Special Online-Seminars

Issues and Topics

[5.1] Privacy & data protection

[5.2] Obscenity & offensive/racist materials

[5.3] Online game & gambling

[5.4] Assessment of potential threat from wireless technology

[5.5] ID theft & Online Fraud

(5.0 The challenge of Cybercrime

[5.7] Special topics issued by participants = Open forum on
special cases
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o - - . ) Admin JAKE AZ2E B4 (220H2]
2008 the 4th International Cybercrime Investigation Training ERAEE
MoocleHome » 2008I1CT @ [O2oz =gy Em
Puick menu = Enjg AN {2

M2E ZH F2..
tudent’s Guide 63 228, 00:13
Jake Jang
- c— - Use open forum end @
and A forum THE..
- o FHE .
kazon
—— B News forum
nas i open Forum
23456789101112 For the part it
13141516

ME BH K201 28

@) Survey for callecting Directory Information

For the lacturers

B lecture’s forum

Title: Fundamentals of Computer and Network
Date: Tue, Jun 30, AM
Lecturer: Hyeon Yu from Korean Police Investigation Academy

Aims

It covers a wide range cf fundamental knowlecge as to computer and network which ' essential for the further lessors:
Outline

LHow a computer works, data & ks conversiors

2.HDD structure

3.Interret prozocol stack, Major protocols and services, Addressing

a

Cybercrime and its Countermeasures in KOREA

Aims.
This lecture covers the ccunzermeasures to response against the thrzats by increasing cybercrime implemented by Korean government and police. Strategic and organizational approach
will be emphasized

-
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Student's Guide

Korean Police

e Homepage of Korean National Police Agency (KNPA)
¢ Korean National Police Agency in Wikipedia

ICT industry and Cybercrime in Korea

¢ Cyber Terror Response Center of KNPA
= National Internat Development Agency

e Korea Information Security Agency(KISA)
o Korea National Cyber Security Center

Korean National Police University

o Homepage of Korea National Police University (KNPU)
o KMPU in Wikipedia

Campus Information

e dress code and smoking courtesy

o cafeteria

¢ shop : souvenir, cigarette, beverage, snack
¢ telephone

In the Classrooms

o Cybercrime Investigation LAB
¢ Enabling ActiveX in Internet Explarer 7.0 - When your cookies are blocked
o File sharing using FTP server

course website

o subscription manual

(ad 15)=
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847 20084 53 182, £82, 2= 11:54 I Jake Jang &
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DIEZAIZHEEH 25 22 0| 22N AHLAT D AE S8 Ne| 22 ZME LAFHD FTP M Z46H 5k & M2 2H2IE MEH 0IE St BSUH M B2 22 TH
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ST TA 20 TR DN 0] B2 SUITE STHED 218 4310 58 HEHCZ 925 TINEi-ct 28 2282 0

o TUELICE OS2 12 S e 2 THEEEH]
AF MDD 1Y S HEletl= HHE 21832 182 2202 8535 Pdak=0 2 H2S0| Slecich ML & Z= partidpant’s guide2! lab layout AE
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Windows g

AT Full Name 2E=0IE =7 JIE 24 mEs  Jsgsd e MUII:H”‘)\)- Nz QWA}DIH—A.—M'
 § dorothy kupara dorothy zimbabwe zrp cid Mo No Yes Yes Yes Yas
Criminal
2 Erasmus Makodza Rasman Zimbabwe CID InvestigationMNo Yes Yes Yes Yes Yes
Department
Ministry of il o : :
3 phauk pauvvathana pauv Cambodia Interior InvestigationN/A No Yes No Yes N/A
Department
Rwanda
4 Sakindi Oscar QOscar Rwanda  MNational Dept of CID Yes Yes Yes No No No
Police
5 Tamer Kamal El sayed Hassanein Tamer Egypt Mmkitryof Eyberaime Yes Yes Yes Yeas Yes MNo
Interior unit
DeDartamentoCybercmme
5 Dalenn ouiar Coctalblop-n A\w louior Fnlnmw: Adminictrabive X s

olef]l 3FH-& Tracking over the Internet ©|2te =e] AA| A"l xo|t}, 7HZAQ]
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Tracking over the Internet: part 1
Aims

Cyberspace provides criminals with virtual shelter to shade their identity. The investigators have to know how they anonymously access the Internet, hide and delete activitie
discover them.

Outline

1. Info gathering; from whois to port scanning
2. Tracking techs for the major Internet services

@] Demo Videos are available here

Assist Materials

& DNS setting

& Exercisel

] Exercise2

o Proxy setting

@] XAMPP webserver

@ tail

@] video CODEC

| Additional Exercise - Confirm e-mail
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Legal Countermeasures on Cybercrime 1
A AtelRz HE)
Telecommunication Infrastructure and Security _
(27 B2kt b ’
Practical Issues on Cybercrime Investigation 13
Aol F A o] &3} A
Korean Police s countermeasures to cybercrime
(@] AoluS) ’
Cybercrime Scene Investigation 13
(olutga) 844D
Internet Traung v
(B #2454
Mobile Forensics — Introduction and Practice 4
(el F2 71%)
Forensic Examination and Application
@y 249 $9) ’
National Cybercrime Deterrence Policies 0
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Financial Network Security .
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Baze system
Phaze 1 :
(self-paced) Trainee
Phase 2 Phase 5
I [on-site) ([on-site)
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